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ABSTRACT

An Internet of Things gateway serves as a key
intermediary between numerous smart things
and their corresponding cloud networking serv-
ers. A typical conventional gateway system uses a
high-level embedded microcontroller (MCU) as its
core; that MCU performs low-level perception-lay-
er device network management, upper-level cloud
server functions, and remote mobile computa-
tion services. However, in edge computing, many
factors need to be considered when designing
an loT gateway, such as minimizing the response
time, the power consumption, and the bandwidth
cost. Regarding system scalability, computational
efficiency, and communication efficiency, solu-
tions that use a single MCU cannot deliver loT
functionality such as big data collection, man-
agement, real-time communication, expandable
peripherals, and various other services. Therefore,
this article proposes an innovative mult-MCU sys-
tem framework combining a field-programma-
ble-gate-array-based hardware bridge and multiple
scalable MCUs to realize an edge gateway of a
smart sensor fieldbus network. Through distribut-
ed and collaborative computing, the multi-MCU
edge gateway can efficiently perform fieldbus net-
work management, embedded data collection,
and networking communication, thereby consid-
erably reducing the real-time power consumption
and improving scalability compared to the existing
industrial 1oT solutions.

INTRODUCTION

The Internet of Things (IoT) is used in a wide
range of fields such as industry, business, envi-
ronmental engineering, mobile devices, and gov-
ernance; in addition, it can be used to support
various efforts, such as smart transport, health-
care, farming, smart energy, and environmental
monitoring [1, 2].

Recently, moving service supply from the
cloud to the edge has enabled the possibility of
meeting application delay requirements, improves
scalability and energy efficiency, and mitigates
the network traffic burden [3]. With these advan-
tages, edge computing can become a promising
solution and can provide more scalable services
for delay-tolerant loT applications. In [3], Ju et
al. first proposed a transparent-computing-based
loT architecture and clearly identify its advantag-
es and associated challenges. Yaoxue et al. [4]
analyzed the disadvantages of cloud computing

when big data encounters loT, and introduced dif-
ferent edge computing paradigms, such as trans-
parent computing and fog computing, to support
the big data services of loT.

A typical loT architecture comprises three lay-
ers. The core of the architecture is the loT gateway
of the network layer, which controls and manages
the bottom-perception-layer smart sensors and
actuators, monitors the diverse automation equip-
ment and status of industrial devices, provides
upper-application-layer data reports, and manipu-
lates interfaces. The loT gateway is also an infor-
mation platform and serves as a key intermediary
between numerous smart devices and their corre-
sponding cloud servers or networking devices. For
example, in small-scale and low-power loT appli-
cations (e.g., smart homes), conventional gateway
systems mainly use microcontrollers (MCUs) to
perform bottom-perception-layer device network
management, upper-level cloud server functions,
and remote mobile computation services.

The Industrial [oT (lloT) is a topic within Indus-
try 4.0; lloT is intensively discussed in government
and academic circles [8-11]. The main difference
between loT and lloT is the presence of diverse
automation equipment and industrial devices in
an lloT environment; moreover, lloT is often used
in applications such as smart factories and smart
manufacturing.

Particular constraints hold for IloT systems
that achieve loT functionality. The loT enables
any object to be connected anytime and any-
where with anything and anyone, but because
different control interfaces and communication
protocols are used in the aforementioned phys-
ical devices, meeting the reliability and real-time
communication requirements in the lloT environ-
ment is difficult. Therefore, reliability and real-time
communication limitations have become key lloT
research topics.

Recently, academicians and commercial prac-
titioners have focused on developing IloT gate-
way-related technologies and products for factory
automation, smart industrial manufacturing, and
other lloT solutions. Studies on lloT gateways
have not considered the overall system hardware
cost, power consumption, and other performance
indices; moreover, they have not considered the
interconnection, intercommunication, interaction,
and interoperation requirements of a complex
lloT gateway system. The aforementioned factors
are believed to affect the overall performance of
the 1loT system. In addition, industry-related com-
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FIGURET. Multi-MCU lloT gateway by IDEFO.

mercial gateway products are notably expensive;
therefore, the cost of integrating all performance
indices into an lloT system will be very high.

From the viewpoint of performance, system
scalability, and computation and communication
efficiency, solutions that use a single MCU can-
not fulfill the requirements of loT with respect to
heterogeneous network communication, man-
agement, big data collection, and various other
services. Therefore, this study considers a multi-
MCU architecture for an lloT gateway because
of the advantages of MCUs, which include small
size, low cost, low power consumption, simple
interface, and high reliability; moreover, an MCU
does not require an additional operating sys-
tem. However, in the multi-MCU architecture,
short-distance synchronous serial communica-
tions between the serial peripheral interface (SPI),
RS232, and RS485 suffer from a bottleneck.

Because of this communication bandwidth
problem, in this study, we incorporate a high-
speed parallel bridge controller using a reconfig-
urable field programmable gate array (FPGA) into
the multi-MCU gateway architecture. By using the
reconfigurable FPGA for high-speed parallel com-
puting to enhance the efficiency of data transmis-
sion and increasing the gateway expansibility, in
this study, we divide the communication interface
into two subsets for data transmission and com-
mand state control.

In the design and integration of heterogeneous
network systems, each type of loT system exhibits
a unique network interface and a distinct proto-
col. The processes of protocol conversion and
system integration are very difficult; moreover,
the proposed system designs are wasteful and
complicated because of the interconnection,
intercommunication, interaction, and interopera-
tion features in the IloT architecture. Therefore,
appropriate solutions and integration methods
must be applied to fulfill the requirements of het-
erogeneous networks for complex IloT systems. In
conclusion, having a strong and effective design
methodology is necessary. In this study, we pro-
pose an innovative multi-MCU gateway system
architecture by using a coherent and systematic

The proposed system features distributed processing, high-speed communication between MCUs, and
compatibility with a wide range of peripheral devices. Furthermore, the multi-MCU gateway architec-

ture enables seamless roaming in a single logical overlay network comprising many heterogeneous
physical networks and provides high communication performance for these networks.

design methodology as the core design concept
to overcome the problem of complex heteroge-
neous network integration [12-14]. A mult-MCU
smart gateway is designed to solve the following
problems:
1.High flexibility and scalability solved the
problem of resource insufficiency in applying
a single MCU.
2.High integration solved the hardware and
software design problems of the decentral-
ized real-time system.
3.Low-cost, high-efficiency parallel structures
solved the problem of the limited perfor-
mance of a single MCU.
In the proposed multi-MCU system framework,
a reconfigurable FPGA-based hardware bridge
and multiple MCUs were combined to construct
a master-slave architecture for a high-perfor-
mance multi-MCU lloT gateway. The proposed
system features distributed processing, high-speed
communication between MCUs, and compat-
ibility with a wide range of peripheral devices.
Furthermore, the multi-MCU gateway architec-
ture enables seamless roaming in a single logical
overlay network comprising many heterogeneous
physical networks and provides high communica-
tion performance for these networks. To under-
stand the development of a gateway system in
loT, this article summarizes the foundational tech-
nologies of loT systems and their communication
protocol conversion and key system integration
challenges, and identifies research constraints and
system requirements. The significance and contri-
butions of this article are summarized as follows:
1.Dynamic adaptation of an FPGA is a generic
solution to heterogeneity.
2.With a cross-layer design for system integra-
tion, diverse devices can roam among het-
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erogeneous networks and retain ongoing
sessions.
3.The use of a gateway in the infrastructure
can solve the problems related to heteroge-
neous network protocol stacks.

4.The use of this gateway offers advantages
such as simplicity, flexibility, scalability, low
cost, high efficiency, and high integration.

The remainder of this article is organized as
follows. Am overview of the heterogeneous sen-
sor network is provided. The overall multi-MCU
architecture of the proposed lloT gateway system
is introduced. We present the implementation of
and applications for an loT-based smart manufac-
turing system in detail. Finally, the conclusions are
summarized.

OVERVIEW OF HETEROGENEQUS SENSOR NETWORKS

The loT system is an intensively discussed topic
in industry, government, and academia, and has
gained much attention in practice and research
in recent years. The ideal goal of 10T is to enable
any object to be connected anytime and any-
where with anything and anyone. Consolidating
a variety of loT devices to compose the applica-
tion for smart things has been applied in many
fields recently. Proposals exist for several techni-
cal applications within the loT (e.g., smart home,
smart factory, and smart city).

The loT's characteristics, including an ultra-
large-scale network of things (devices); net-
work-level heterogeneity and large numbers of
events generated spontaneously by these things;
and the gateway being connected to multiple
smart functional sensors in the network layer
through the physical medium and wired or wire-
less protocol. The above will make the develop-
ment of the diverse applications and services an
important issue [2, 12].

A. SMART HomE

Smart homes are designed to interconnect all
things from daily life to the Internet. The ideal goal
of a smart home is to enable any object to be con-
nected anytime and anywhere with anything and
anyone. Smart home designers envisage a future
in which things or objects (e.g., security systems,
intelligent lighting systems, smart leak detectors,
and heating, ventilation, and air conditioning) can
be connected by using suitable information and
communication technologies to enable a range of
convenient applications and services. Smart sen-

sor networks (SSNs) typically collect information
from the physical world and present promising
loT and machine-to-machine solutions for a wide
variety of smart household applications. Some
examples of such applications include automation
control, energy management, homeland security,
environmental monitoring, calamity detection,
remote monitoring, and healthcare.

SMART FACTORY

Because of their high usability, adaptability, and
scalability, SSNs are also used in industry; this is
termed smart manufacturing [1, 2]. Smart manu-
facturing offers considerable innovation potential
for industries; thus, application of IloT for smart
manufacturing is important to improve the effi-
ciency of industrial production and services.

SSNs can be used to develop smart factories
in the future. Given the rapidly evolving safety
and efficiency requirements of the lloT, smart sen-
sors and various related devices are widely used
in industrial environments. Smart manufacturing
enables the collection of large amounts of data
between the sensor network and various industrial
devices or automated machines.

SMART City

Designers of smart cities envisage a future in
which suitable information and communication
technologies connect humans and devices to
enable a range of convenient services. Smart cit-
ies will result in life with a variety of smart objects
and a new lifestyle. Smart city solutions are
designed to enable high-quality urban living over
many generations while contributing to a comfort-
able and ecofriendly environment [7].

Wireless technologies are being widely used
in smart cities around the world. The transmission
range and bandwidth of existing wireless tech-
nologies cannot meet the requirements of the
numerous services in smart cities. Therefore, a
type of next-generation wireless network (i.e., the
long-range wide area network) was developed to
transform smart city networks from single to het-
erogeneous networks.

Most of the aforementioned applications
in industrial environments include the use of
numerous smart sensors, actuators, management
gateways, and physical/electronic equipment con-
nected to the Internet or a cloud server. Figure 2
illustrates the existing technologies and applica-
tions of IloT. The difficulties in integrating a het-
erogeneous network make the development of
loT a very challenging task.

HETEROGENEQOUS SENSOR NETWORK ARCHITECTURE

The network layer of 10T indicates that things
automatically coordinate and exchange informa-
tion, resulting in heavy real-time demand for net-
work resources. Requests for network bandwidth
also come from numerous smart devices. In this
study, we consider the transformation of an IlloT
network from a single network into a large-scale
system of heterogeneous networks. We can pre-
dict some potential developments in loT.

Several types of smart devices and traditional
network devices coexist in 1loT networks. How-
ever, traditional network standards cannot meet
the requirements of numerous IloT services; tra-
ditional protocols cannot unify the diverse types
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of industrial equipment that must be connected
to the lloT. Therefore, reliable real-time commu-
nications between diverse industrial machines
and industrial devices are necessary. Furthermore,
scalability for large-scale deployment of sensors is
necessary.

Moreover, communication between hetero-
geneous multinetworks has some challenges [8].
Over the past few decades, machine learning has
been exploited for intelligent control in sensor
networks. In [5], Zubair et al. surveyed a lot of
related works to indicate the evolution of deep
learning from conventional machine intelligence
and machine learning paradigms, and further
discussed applications of deep learning in sen-
sor networks. Moreover, Nei et al. [6] indicated
appropriate input and output characterizations
of heterogeneous network traffic, and proposed
a deep learning system based on a supervised
deep neural network to improve heterogeneous
network control.

In particular, the wide deployment of multi-
layer heterogeneous networks requires improved
intracell interference coordination, handoff, proto-
col conversion, and system integration. Moreover,
scale, connection technology, and deployment
locations can vary considerably depending on the
lloT application. Thus, integrating various applica-
tions into a single lloT system is a challenging task.
Heterogeneity results in problems related to inter-
actions. In general, a gateway can ease a devel-
opment process by integrating heterogeneous
computing and communication devices and sup-
porting interoperability of the diverse applications
and services. Developing an loT gateway system
for various applications is a challenging task.

ARCHITECTURE

In this study, we used a high-level design method-
ology [15-17] for the hardware-software code-
sign of a complex mult-MCU gateway system. By
using a hierarchical modeling tool, ICOM DEFi-
nition0 (IDEFO), a complex IloT gateway system
was decomposed into a set of distributed func-
tional modules. The behavior of each module can
be represented as a sequential-concurrent hybrid
discrete-event system. We applied high-level syn-
thesis rules to produce VHSIC hardware descrip-
tion language (VHDL)-based efficient hardware
for the bridge controller and to develop embed-
ded software in C for the MCU. Finally, the bridge
controllers and embedded software framework
were generated automatically to integrate all intel-
ligent functional modules into a complex embed-
ded system.

OVERALL ARCHITECTURE OF THE MULTI-MCU 1loT GATEWAY

The system hardware architecture of the IloT
multi-MCU gateway comprises three major mod-
ules: a master MCU controller networking for the
cloud, a high-speed bridge controller backbone
for data and instruction exchange, and slave MCU
controllers for loT management and database
operations. This architecture is based on the func-
tional hierarchy of automation and control gate-
way systems (Fig. 1). The master MCU controller,
which is the networking module at the manage-
ment level, remotely monitor and supervise all of
the control and environment information.

The high-speed bridge controller, which is at
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FIGURE 3. VLSI hardware circuit for the high-speed bridge controller.

the automation level, executes real-time instruc-
tion control functions to exchange information in
a heterogeneous network environment. The slave
MCU controllers, which are at the field level, con-
tain sensors and storage devices (e.g., a memory
card). In this system, the IloT gateway was imple-
mented as a versatile heterogeneous network
interface for system integration and a heteroge-
neous network management subsystem for the
network-layer conversion protocol.

As shown in Fig. 1, the lloT gateway was inte-
grated with a networking module, an SSN man-
agement module, an embedded database module,
and a high-speed bridge controller module.

The main function of the networking module
was remote monitoring and supervision of the
entire system as well as providing a graphical user
interface (GUI) to enable users to capture data,
analyze information, and make prompt decisions.
The proposed networking module comprised four
submodules: the main networking controller, Eth-
ernet controller, flexible staticcmemory controller
(FSMC), and SPI controller.

The SSN management module was responsible
for managing the SSN tasks, controlling the actu-
ator, exchanging data and instructions with other
heterogeneous network modules that included
the main smart sensor network controller sub-
module, fieldbus communication submodules,
FSMC controller submodule, and SPI controller
submodule. The fieldbus communication submod-
ule was responsible for transmitting and receiving
signals from heterogeneous loT network inter-
faces and activating the main management sub-
module for data processing. The FSMC controller
submodule processed the received sensor data
at the field level and transmitted it to the high-
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HiGH-SPEED MULTI-MCU BRIDGE CONTROLLER

The high-speed bridge controller module is the core of the multi-MCU lloT gateway system and is

As depicted in Fig. 2, the high-speed bridge con-
troller architecture includes the FSMC controller
modules, SPI controller modules, functional unit,

responsible for packaging processing tasks and controlling communication with the other modules,
including the functional unit that assists the main control module in completing specific tasks.

speed bridge controller. The bridge controller, in
turn, transmitted instructions to the SPI controller
submodule.

In an SSN system, whenever a relevant event
occurs in the physical world, sensors gather
information about that event and forward it to
the actuators, which are responsible for making
prompt decisions and taking appropriate actions
in response to the sensed environmental data. An
SSN controller submodule embedded in a smart
management engine integrates functions such as
signal extraction, system mode translation, sen-
sor addition, insertion, removal, fault detection,
error report generation, and automatic 1D config-
uration, thereby satisfying the definition of SSN
systems.

The embedded database module compris-
es the main database system controller, FSMC
controller, and SPI controller submodule. The
embedded database module enables the storage,
collection, and analysis of valuable information
gathered in various industrial environments.

The high-speed bridge controller module is the
core of the multi-MCU lloT gateway system and
is responsible for packaging processing tasks and
controlling communication with the other mod-
ules, including the functional unit that assists the
main control module in completing specific tasks.

and high-speed bridge controller module, includ-
ing the main controller submodules, data process-
ing submodules, and functional submodules.

Compared to the traditional multi-MCU sys-
tems that adopt the serial communication inter-
face, this system uses a hardware bridge controller
and an FSMC memory interface as the communi-
cation interface between the MCU and the bridge
controller to achieve a high degree of parallelism
and communication performance, higher than
that of a serial interface.

An FPGA was used to implement the bridge
controller. However, the main purpose of using
the bridge controller was to perform the system
high-speed bridge management tasks of the mas-
ter controller. As a result, the master controller
can be used for handling the transmission of
control signals and data between the master and
slave controllers; in addition, the master control-
ler can be used as a buffer area for the common
memory to control the slave controllers’ states
with automated management, specify the address
of an MCU, and allocate memory blocks.

Finally, this article presents the entire very
large-scale integration (VLSI) hardware circuit of
the high-speed bridge controller according to our
methodology (Fig. 3).

SMART SENSOR NETWORK THROUGH MODBUS
This section presents the design of a Mod-
bus-based SSN architecture with superior man-
agement performance. This system comprises
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smart sensor nodes and a fieldbus master, both of

High-speed bridge controller
which were realized using hardware; furthermore, ERE 4

the system involves a client monitoring program. System clock (max) 143.43 MHz
In the system, Modbus protocol modules were
used as the sensor network communication infra- Device 10MO8DAF484C8GES
structure. '
In addition, an lloT gateway was developed to Total logic element 2,942/24,624 (12%)

integrate different protocols of the network layer

and different interfaces of the device physical IR 2188
layer. It was adopted to improve the reliability of Total pins 10157 (6%)
real-time communication. The function modules

in the architecture were integrated into the design Total PLLs 1/4 (25%)

of a fieldbus master and an embedded database;

an Internet access port is provided to a sensor. TABLET. Resources used for implementing the high-

SSN devices include multiple slave MCUs speed bridge controller of the lloT gateway.
as subgateways and a set of field smart sensor The numbers in brackets indicate device utili-
nodes. A slave MCU is managed by a central- zation.

ized network manager. It is responsible for the
management, scheduling, and route creation of
distributed network node devices with wired or
wireless communication.

|MPLEMENTATION

The system architecture of the multi-MCU lloT

The high-speed FPGA bridge controller forms the core, and controls and manages the interconnection
and interaction with the bottom-perception-layer slaves as well as intercommunication and

interoperation with the upper-application-layer master and slave MCUs; furthermore, it provides
the data report and manipulates interfaces.

gateway comprises four major modules that are
introduced below. The [loT gateway architecture
was developed and implemented for an loT-based
smart manufacturing application. The hardware
prototype of the lloT gateway is shown in Fig. 4.

As illustrated in Fig. 4, the prototype of the
[loT gateway system constructed in this study
includes a reconfigurable FPGA bridge controller
using a high-speed parallel architecture, a master
networking for cloud module, a slave embedded
lightweight database subsystem, and a slave SSN
management subsystem including Modbus sensor
networks.

The high-speed FPGA bridge controller forms
the core, and controls and manages the intercon-
nection and interaction with the bottom-percep-
tion-layer slaves as well as intercommunication
and interoperation with the upper-application-lay-
er master and slave MCUs; furthermore, it pro-
vides the data report and manipulates interfaces.
In this study, the prototype of the FPGA bridge
controller is implemented using the resources
mentioned in Table 1. The slave loT management
subsystem was connected to multiple smart sen-
sor array networks in the perception layer.

THE INNOVATIVE ADVANTAGES ANALYSIS OF THE MuLTI-MCU
GATEWAY FOR THE SMART MANUFACTURING SYSTEM

This section presents a smart manufacturing sys-
tem for Industry 4.0. In the era of lloT, it is inev-
itable that smart manufacturing will transform
current industrial manufacturing into Industry 4.0.
This will reduce production and maintenance
costs, improve production efficiency, and meet
the requirements of flexible production. The
establishment of a smart factory with high adapt-
ability, high resource efficiency, and high auto-
mation without any production barriers can
considerably improve the functionality, reliability,
and safety of industrial manufacturing.

In this study, we integrated Modbus sensor
networks with the multi-MCU gateway architec-
ture to implement a smart manufacturing system
with a cyber-physical system as its core. This
cyber-physical system was combined with hetero-
geneous communication technology, distributed

computing, sensors, and actuators.

As illustrated in Fig. 4, the controllers based
on local computing use the received information
(e.g., digital inputs and outputs; DI/DO, devices,
sensors, actuators, and other diverse automation
equipment) to change the behavior of the envi-
ronment or physical systems.

Based on the above-mentioned objective of a
smart manufacturing system of industrial loT, the
innovative advantages of the multi-MCU edge
gateway improved technology proposed by this
study have been analyzed as shown in Table 2.

PERFORMANCE EVALUATION

We validated the improvement in multi-MCU per-
formance by comparing the performance with
those of other industry-related Modbus gateway
products (EKI-1224 [18], MB3480 [19]); in this
study, we benchmarked the communication inter-
faces by transferring 256 bytes of data from the
low-level perception layer through the gateway to
the web server of the upper application layer.

In addition, we measured several performance
indices, such as baud rate, power consumption,
and response time of the multi-MCU system, so as
to verify whether the proposed solution can meet
the technology innovation indices described in
Table 2. The results are shown in Table 3.

As shown in Table 2, the performance indi-
ces of the proposal solution are superior to those
of other competing products in the market. This
is because our study adopted three MCU seri-
al communication high-speed bridge controllers
and designed the multi-MCU gateway hardware,
using the FSMC interface for communication
between different MCUs, so the baud rated can
be increased to 82.41 Mb/s.

In addition, this study adopted gateway hard-
ware constructed with three MCUs of the same
specification (max clock in 180 MHz; power con-
sumption: STM32 F429 power support: ((5 V x
0.1 mA) x 3 = 1.5 W), which is without the extra
operating system to prevent the piling up and
switching of software stacks, as well as significant-
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Existing gateway technology

Proposed gateway

Advantages

lloT gateway
hardware
solution

Fieldbus

Wireless
Modbus
Fieldbus

Smart
management
engine

Embedded
Web server

Intelligent
networking

Adopts high-level embedded microcontroller system (MPU

+ embedded Linux).

* e.g, Intel Quark X1020D (System clock: 400 MHz,
Power consumption: 2.2W, ) As a gateway solution, the
cost is USS50.

» Advantech EKI-1224 1-port Modbus Gateway [18] (Power
consumption :5.2\W)

Must be written by the developer basing on the demands.

No

No

Supports IPv4; requires operating system.

Supports remote monitoring

Adopts gateway constructed with three MCU of the same
specification (Max Clock:180Mhz, Power consumption: 0.9 x

3=2.7W)

The costs will be reduced to below US$20.

With built-in Modbus; additional high level software function
is not required.

Realizes wireless Modbus master, and the device node im-
plemented Modbus slave. The gateway has the management
functions for both wireless and wired Fieldbus heterogeneous
network.

Smart management engine with the Fieldbus device.

Supports IPv4 and IPv6, and operating system is not required.
Can be run in MCU of low hardware resources such as one
with 2MB Flash+ 256 KB SRAM inside.

Supports remote developing, deploying, and monitoring

High flexibility, scalability

Low cost, power
consumption

High usability, adaptability,
availability

High adaptability, availability

High adaptability, availability

High usability, adaptability

Low cost, power consumption

High usability, adaptability

TABLE2. Comparative analysis of proposed multi-MCU gateway technology.

. Proposal Communication Time . Response
Indices solution [18] [19] s (ms) R i (ms)
Baud rate 82.41 Mb/s ~ 916kb/s  921.6 kb/s FSMC 0.02485 6 0.1491
SPI 0.835 6 501
Power 15W 52W 46W
consumption
Modbus RS-485 2.68 1 2.68
Response time 10.8ms 30 ms 30 ms
Modbus RF 2.4 G 3 1 3
TABLE 3. Comparison of performance indices with ‘
similar gateway products. Total response time 10.8391

ly reducing the power consumption by adopting
distributed computing. Furthermore, in terms of
performance index for response time, a complete
communication process involves polling by using
the high-speed bridge controller to three MCUs
and the reception of response messages returned
from the DI/DO slave.

This study conducted the design of Modbus
protocol based on the goal of performance opti-
mization, reducing the response time of the Mod-
bus slave node from the mainstream 30 ms to
10 ms (Table 4). The above-mentioned improve-
ment of performance indices indicates that the
multi-MCU gateway proposed by this study can
achieve high reliability, real-time industrial com-
munications, and task control of industrial l1oT.

IMPLEMENTATION FOR THE SMART MANUFACTURING SYSTEM

The computer numerical control lathe is the most
common machine tool for industrial manufactur-
ing and precision machining. The stability of the
lathe must be maintained to obtain high- precision
processing and systematic manufacturing, which
are key factors for achieving high-quality product
manufacturing. This section introduces a combina-
tion of a machine tool and an SSN using various

TABLE 4. Computation cost of total response time.

sensors to monitor the temperature variation of a
lathe machine spindle, reduce the thermal error
and vibration effects, and provide a protection
mechanism for the machine.

Machine tools usually work in harsh industrial
environments; thus, noise, electromagnetic inter-
ference, and other problems need to be consid-
ered. Therefore, the SSN must be designed and
deployed carefully to ensure accurate interpreta-
tion by the sensors when monitoring the signal
feedback for system abnormality.

Research conducted at the Precision Machin-
ery Research and Development Center (PMC)
reveals that because of the thermal expansion and
contraction characteristics of metals, any lathe
spindle temperature variation can cause shape or
size deviations or surface roughness anomalies
on the workpiece. Therefore, to ensure precision
of the machine tool during long-duration pro-
cessing, finding a method to monitor the spindle
temperature variation is important; it can allow
the machine to self-compensate for temperature
deviations (Fig. 5).

To overcome the problem of lathe spindle
temperature variation, as illustrated in Fig. 6, we
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FIGURE 5. Application in smart manufacturing.

integrate 10 digital temperature sensors (SHT10)
into a temperature sensor array to be installed
on the inside and the outside of a machine tool
to transmit temperature data through an RS-485
cable. Subsequently, we can study the relation-
ship between temperature and thermal error from
the data and use the self-compensation method
to minimize the impact of thermal error on the
workpiece through controlling a cutting fluid sys-
tem for cooling and lubrication.

We can study the vibrations of the lathe spin-
dle and machining chatter by using a 3-axis accel-
erometer (LSM303DLH) while measuring the
vibration signals transmitted through the RF mod-
ule to monitor the abnormal spindle vibration. By
using a 10-bit high-resolution embedded software
and a high-performance MCU, the sensor net-
work can obtain the voltage sensitivity through
calibration, and the measured vibration signals
considerably improve the system’s monitoring
capabilities. In terms of mechanical interference,
this study will integrate a MEMS audio sensor
(MP45DT01) into the sensor to design an anti-col-
lision and protection mechanism.

The lloT gateway architecture was developed
and implemented in an loT-based smart machin-
ing system for industrial manufacturing. The
hardware specifications of the IloT gateway are
described in detail in Table 5.

APPLICATION ANALYSIS

The lloT gateway comprises various smart sensor
arrays. In addition to enhancing the operation of
the machine tool, integrating the SSN into the
machine tool prevents thermal error, machining
chatter, and mechanical interference; moreover,
by doing so, we can adjust the processing param-
eters automatically according to machine learning
in the back-end system to improve the efficiency

[ 3 jaws hydraulic chuck or collet chuck |

Coolant device

8-station servo turret

(O Temperature sensor array A\ Accelerometer sensor array + Audio sensor array

FIGURE 6. SSNs in the machine tool of a smart manufacturing system.

of machining, and make fault diagnosis and main-
tenance of the machine easier.

Because mechanical interference can easi-
ly cause a collision during the operation of the
machine tool, the thermal error and machining
chatter affect the yield rate during production,
and the repair costs for the damage caused by
collisions are very high, SSN monitoring can help
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Through the local computing of the gateway, the lloT system saves the bandwidth costs of transfer the

data to the remote cloud servers and database systems, and its further feedback is to shorten
the response time of M2M.

Hardware Specification
Machine tool Polygim PLG-42 CNC lathe
High-speed bridge controller 10M08DAF484C8GES
Master MCU STM32F42971
Slave MCU STM32F42971
Smart sensor node ARM Cortex M4
3-axis accelerometer LSM303DLH
3-axis magnetometer SM303DLH
3-axis digital output gyroscope 13G4200D
Ambient light sensor MAX44009
Barometer Pressure sensor MPL115A
Temperature sensor SHT10
Humidity sensor SHT10
MEMS audio sensor MP45DTO1
RF module nRF24L01
Ethernet controller DP83848
Database Secure Digital Card

TABLE 5. The hardware specifications of the lloT
gateway system.

overcome the safety problems of personnel and
the machine tool. Moreover, it can save person-
nel and material resources indirectly and imper-
ceptibly. The users can analyze and control the
real-time data from the smart machining system
to improve the power efficiency, performance,
machine tool life, and mode control of the sys-
tem.

CONCLUSION

This article presents the design of a novel multi-
MCU lloT gateway architecture. In this gateway,
a high-speed parallel bridge controller was inte-
grated into a multi-MCU hardware architecture,
providing collaborative and local computation
advantages. Through the local computing of the
gateway, the lloT system saves the bandwidth
costs of transferring the data to the remote
cloud servers and database systems, and its fur-
ther feedback shortens the response time of
machine-to-machine communication. In addition,
the multi-MCU gateway architecture uses low-
cost and low-clock MCUs to perform distributed
and collaborative computing, reducing the power
consumption of loT systems. The designed lloT
gateway solves the high flexibility, scalability, and
expandable peripherals services issues that a sin-
gle MCU cannot achieve. Finally, an application
of this solution to monitor an loT-based smart

machining system is presented.
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