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Summary

This study aims to explore and investigate the contemporary perceptions, understanding, and
implicit semantic meanings of cyber and cyberspace. While the concepts from the surface and
within common social conversational context seem simple and obvious, deeper investigation of
literature and institutional policy doctrines reveals that prevailing definitions have minimal
mutual understanding, and that definitions of scope, scale, and semantics are sector specific
and minimally transferrable to other contexts. It also overlaps excessively with adjunct
conceptual entities like 'digital’, 'internet', 'Internet’, virtual worlds, metaverse, and others
creating ambiguity and conflicts. Additionally, a sub-function of cyber, namely cybersecurity,
became the proxy and de facto entity that represents the cyber practice across public policy,
private enterprises and investments, and military or institutional domain definitions. Key
questions centre around (i) the definition and scope of what cyber and cyberspace are from the
perspective of institutions and its people, be it in the public sector or private enterprises; and
(i) how this relates to the direction, maturity, competitiveness, adaptability, trustworthiness,
and effectiveness with its organisational purpose. The research process embodied an
overarching qualitative grounded theory methodology, using only minimal assumptions as
anchor concepts or scaffolds for taxonomy. These conceptual frameworks were mainly based
on information systems theory, enterprise architecture paradigms, and prevailing doctrines
defined by large institutions like the military and its sovereign state. The assumptions and
propositions initially established were enhanced and expanded significantly based on wise
feedback and actionable insights that were in fact, already in practice for organisations and
functions that have achieved a high level of maturity, regardless of variances in the
sophistication it entails. This allows or enables effective and competent delivery of the purpose
of the organisation, thus ultimately leading to public trust in institutions, customer satisfaction

for private enterprises, and social benefit when waste and needless ambiguity are given clarity.
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1. Introduction

1.1. Rationale, Context, And Background

Cyberspace, as a continuously transforming and complex conceptual and notional entity
(Caton & Bartholomees, 2012), embodies a multifaceted fusion of technologies, activities, and
realms, defying categorisation as a monolithic or isolated construct (Crowther, 2017; Fanelli,
2016). This intricate blend, encompassing domains such as military, governance, commerce,
infrastructure, and socio-technical systems, eludes simplified representations in contemporary
dialogue and technological methodologies (Choucri, 2015; Crowther, 2017; Dunn Cavelty &
Egloff, 2019; US DoD, 2022). In light of this complexity, this research is oriented towards an
exploration of the background, semantic evolution, conceptual scope, and functional

applicability of terminologies such as cyber, cyberspace, cybersecurity, and cyber maturity.

By employing rigorous scrutiny of scholarly literature, policy papers, and integrating
insights from various disciplines and expertise, the study sets out to achieve a thorough but
pragmatic examination of prevailing intellectual schools of thought on cyber taxonomy. It will
build upon established cyber maturity models and structural designs, synthesising case studies
and foundational technical tenets, to devise a renewed and formalised construct of the cyber
domain. The objectives extend to uncovering and rectifying gaps within existing literature,
accommodating newly arising socio-technological interactions, and broadening the scope of

cyber maturity interpretation across diverse fields of study.

With an adherence to resilient and systematic research techniques, in particular studies
and engagement with leading experts and practitioners, the research process endeavours to
evaluate elements influencing institutional and national cyber maturity within an array of
sectors. This analysis will culminate in the identification of a comprehensive taxonomy and
architectural blueprint that furthers the assessment of maturity and augments strategic

planning within the fluid technological terrain and global political environment.



Subsequently, this study aspires to enhance the broad taxonomy categories with a
cohesive, integrative, and ubiquitous global architecture framework that aims to augment, if not
supersede the current fragmented, episodic, and siloed perspectives on the cyber domain

thinking, strategy, development, application, and operations.

1.2. Research Objectives And Questions

Central to this scholarly exploration are a pair of interlinked enquiries:

(@ In our evolving digital epoch, how do institutions or organisations — encompassing
both the labyrinthine corridors of public governance and the dynamic arenas of private

enterprise — articulate and interpret the constructs of 'Cyber' and 'Cyberspace'?

(b) In what manner do these institutional articulations act as navigational beacons,
influencing and moulding overarching agendas related to competitiveness, maturity,

evolution, trustworthiness, and operational efficacy?

At the base for this research is an in-depth study of the UK's National Cyber Strategy. This
document or set of documents and sub-strategy papers, emblematic of a nation's ambition
and trajectory in the cyber realm, will be the primary beacon illuminating our understanding of
cyber maturity, its inherent resilience, and its ever-evolving capabilities (HM Government,
2022a). To enrich this foundational exploration, we shall traverse the landscape of
documentation from an array of UK governmental entities. As elucidated by thinkers like
Galston and McElvein (2015), such national strategies are not mere policy papers; they are
complex fabrics with threads of technological nuances, political motivations, economic
imperatives, and overarching strategic visions — each reflecting and influencing global

trajectories.

One of the pivotal underpinnings of this research endeavour is to critically gauge the
resonance between the UK's cyber aspirations and the broader envisioning of a "Global

Britain" (HM Government, 2021; HM Government 2022). This involves a meticulous dissection



of elements like collaborative frameworks, the symbiotic building of alliances, and the
cultivation of trust across institutional boundaries (as expounded by scholars like North, 1991;
Savas and Karatas, 2022). The overarching ambition here is not mere analysis, but the
construction of a holistic, inclusive global cyber architecture that's both reflective of and

responsive to contemporary challenges.

While the UK emerges as the predominant focal point of our analytical lens, it is
imperative to underscore that this choice is not indicative of an insular or restricted viewpoint.
The UK, in this context, offers a rich tableau — a baseline from which to extrapolate, compare,
and contrast. It serves as a point of departure, enabling us to discern universalities and

specificities in the vast tapestry of the cyber domain.

Broadening our horizon, we shall incorporate comparative insights from a global palette,
with a marked emphasis on contrasting UK-centric narratives against institutional frameworks
from other significant global players, like the United States. Such an approach not only bolsters
the depth and breadth of our study but provides a panoramic view of the diverse
manifestations of cyber — be it in its technological intricacies, societal ramifications,

administrative imperatives, or as a domain with undeniable and escalating utility.

1.3. Significance

Anchored at the nexus of the ever-expanding realm of cyberspace and its geopolitical
ramifications, this research casts a discerning eye on institutional perspectives vis-a-vis cyber
maturity. In an age where cyberspace is progressively intertwined with global technological,
economic, and strategic tenets (Dun Cavelty & Egloff, 2019; Keohane & Nye, 1998), the urgency
for cogent cyber paradigms reaches a crescendo. Through this analytical journey, the study
underscores the ripple effects engendered by terminological discrepancies within the ‘cyber’
nomenclature, shedding light on their manifestation in varied policy echelons of nations and

organisations (Hathaway 2013; Luiijf et al, 2013).



One cannot overstate the gravity of the study's geopolitical underpinnings. As
cyberspace emerges as the modern-day crucible where power structures are both challenged
and redefined (Choucri, 2012; Cordesman, 2022; Dunn Cavelty & Egloff, 2019), there emerges
an exigency for cyber blueprints that balance the scales of competition with foundational pillars
of trust and collaboration. In this evolving schema where cyber instruments often overshadow
traditional geopolitical channels (McGuffin & Mitchell, 2014), the quest for robust,

encompassing frameworks gains pronounced importance.

Charting a meticulous course, the research embarks on a multi-disciplinary comparative
lens, spotlighting governance touchstones emblematic of synergy, fortification of capabilities,
and the edifice of trust. Embedded within the granular narrative of an archetypal national cyber
strategy, such as the sets of policy documentation and strategy positioning of the United
Kingdom (MoD, 2022a; MoD, 2022b), the exploration yields a treasure trove of insights,

unearthing both the intricacies and vast horizons germane to cyber maturity roadmap.

From an academic viewpoint, the research introduces a meticulously outlined taxonomy
— a confluence of cyber terminologies, maturity yardsticks, and strategic institutional vectors.
By harmonising a spectrum of interdisciplinary insights, the endeavour is to sculpt a refined
theoretical construct, the intent is to shape a seminal theoretical model; a lighthouse for

institutions navigating the unpredictable waters of today's technological zeitgeist.



2. Critical Review Of Literature

2.1. History

Tracing its etymological roots to the Greek word "kybernetes" or steersman, the term "cyber"
has undergone a multifarious transformation in its interpretation and application throughout
history. The semantic trajectory of "cyber" and "cyberspace" has continued to diversify,
evolving in tandem with the varied perspectives and agendas of stakeholders across
disciplines (Caton & Bartholomees, 2012; Kreuzer, 2021), the nuances of public discourse, and
the shifting paradigms within the technological and sociopolitical landscapes (Choucri, 2015;

Beecroft, 2021).

In its embryonic stages, mathematician Norbert Wiener applied the term to the nascent
field of cybernetics in 1948, highlighting the self-directed control and regulation inherent within
mechanical and biological systems (Wiener, 2019). Subsequently, the term was employed by
Danish architects in the 1960s to describe an architectural ethos envisioning open and
adaptable sensory environments devoid of technological interference (Lillemose & Kryger,
2015). By the 1980s, the term had permeated the realm of science fiction, with William Gibson
conceptualising "cyberspace" as a collective digital repository housing the entirety of
human-computer interaction, visually depicted in his works "Burning Chrome" (Gibson, 1988)

and "Neuromancer" (Gibson, 1984).

In general, especially in relation to its use in the transactional continuum of private
companies and enterprises or its strategic or operational application in governments or the
defence domains, the contemporary semantic meanings of "cyber" and "cyberspace" have
coalesced around three principal domains: the Physical World, the Logical or Virtual World, and

the Social or Human World (Clark, 2010; Gao et al, 2019; Ministry of Defence, 2022b).

Further refinements introduce definition granularity to these foundational layers, (a)

distinguishing between Information and Data within the Logical domain; (b) recognising
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Personas as distinct from Humans; and (c) demarcating Cyber-Enabled Spaces from purely

physical constructs (Ning et al, 2018).

2.2. Fundamentals

The pervasive and extensible reach of cyberspace transcends geographical boundaries (Gao et
al, 2019; HM Government, 2022a; Van Haaster, 2016). This, for example, allows for instant
global communications among its many other utilities. As a web of interdependent elements by
which an action in one area can impact the entire system, the interconnectedness of
cyberspace offers benefits to millions and billions of users, but consequently and inherently
becomes prone to disruption if key components or entities in the underlying system become
faulty (Castell, 2010). As an ever-evolving construct, new technologies, applications, and
threats emerge regularly (Demchak, 2020; Libicki, 2021). It entails a vigilance across a
multitude of entities and actors within the system to keep the system operating. The ubiquity,
virtuality, and decentralisation of cyberspace through the rise of Internet-connected devices
such as loT and smartphones has woven cyber realities into daily physical existence (Choucri,
2012). This facilitation through complex computing systems enables novel interactions like
online gaming, digital currencies, online shopping, social media, and other key access to
government services (Castell, 2010). This decentralisation enhances the distribution of data
and services but implicitly complicates governance (Betz & Stevens, 2011) and oversight as

well as introduces further challenges to privacy and identity management.

2.3. Information Systems

Using the perspective of information systems theory, the virtual realm where digital
communications occur, the intricate interplay of people, processes, technology, governance
(McMullen & Schneider, 1972; Gregor, 2006), and other factors defines the digital landscape
(Checkland, 1988; Orlikowski & Robey, 1991). From this vantage point, the theory transitions
into practical and tangible constructs. In other words, this global domain ultimately comprises

an interconnected network of information technology infrastructures, including the Internet,
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telecommunications networks, computer systems, embedded processors, and controllers
(Porter & Heppelman, 2014). This becomes a very pragmatic baseline of components that can
be itemised in further discourse, highlighting that while abstractions are useful, the underlying

physical reality remains a fundamental pillar in the taxonomy of concepts (Greer et al., 2019).

Hardware represents the tangible components of cyberspace, such as computers,
servers, routers, cables, satellites, and more, which underpin digital communication (Jazdi,
2014). It encompasses the devices that individuals use daily, as well as the infrastructure that
enables worldwide connectivity. Software, consisting of digitally stored data that guides
hardware operations, plays a critical role. Ranging from operating systems like Windows or
Linux to applications and protocols that facilitate data transmission, software powers the
myriad digital interactions that occur daily (Ning et al., 2018). Networks, or interconnected
groups of devices, facilitate communication and data transfer. They vary in scale from global
structures like the Internet to local networks such as a home Wi-Fi system. These networks
enable data transmission and access to digital services worldwide. Data encompasses all
digital information created, stored, manipulated, and transmitted across networks. It can take
various forms, including text files, images, audio, and video. The exchange of data is integral to
the functioning of cyberspace, enabling individuals and organisations to communicate, share,
and interact (Choucri, 2012; Choucri, 2015). Devices, which include computers, smartphones,
tablets, and smart devices (loT), serve as gateways to cyberspace. These points of access
allow users to engage with the digital world, facilitating activities such as web browsing,
communication, and content consumption. Users, consisting of individuals, organisations, and

government entities, interact within the digital landscape.

As active participants in cyberspace, users access digital services, conduct
transactions, and engage in various online activities. These communication methods play a
vital role in global connectivity. Satellites support long-distance and remote-area
communication, enabling services like GPS navigation, satellite TV, and internet access. They
extend network coverage beyond terrestrial network limits. Governance and regulation of
cyberspace involve the establishment and enforcement of rules and policies governing digital

interactions (Kissinger et al., 2021; Keohane & Nye, 1998). This includes laws related to privacy,
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data protection, cybersecurity, and intellectual property, among others. Effective governance

ensures a secure and ethical digital environment.

2.4. Cities And Urbanisation Parallels

At the heart of a city's birth lies its physical and geographic setting. The bounty of a river, the
promise of fertile land, or the lure of trade routes — these are the primal calls that summon cities
into being (Bettencourt, 2012). In parallel, the birth of cyberspace owes itself to physical
environments: the whirring hardware, the humming servers, and the vast web of networks that

interlink them. Like cities, cyberspace has its foundation in the physical and the tangible.

As cities grow, they become teeming hubs of humanity, populated by people who
navigate a dense forest of objects — buildings, streets, and vehicles. These objects, infused
with life and purpose by their inhabitants, come together to create the unique tapestry of a
city's culture (Mumford, 1961). Similarly, cyberspace thrives on the interaction between users
and digital objects — websites, applications, and data streams (Clarke, 2010; Dunn Cavelty &

Egloff, 2019). Together, they form the vibrant, evolving culture of the online world.

But like any living organism, both cities and cyberspace evolve. From humble
beginnings as simple settlements or nascent networks, they mature into intricate ecosystems
of complexity and diversity (Bettencourt, 2012; Voo et al., 2022). In this process of evolution,
they hunger for better infrastructure — the robust skeleton that supports their growing bodies.

The sprawling roads of cities echo the high-speed data highways of cyberspace.

With growth comes the need for guidance and governance. Cities find their stewards in
local governments, law enforcement, and social institutions that shepherd their inhabitants
through the twists and turns of urban life. In cyberspace, the digital shepherds emerge as
internet service providers, platform administrators, and online communities, guiding users

through the ever-shifting landscape of the internet (Dunn Cavelty & Egloff, 2019).
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Cities and cyberspace - the physical and the digital — are twin journeys of humanity,
parallel narratives in the story of our civilisation. They share a common origin in the tangible, a
mutual evolution towards complexity, and a collective pursuit of sustainable harmony. From

this correlation, an analytical guideline drawn from parallel and analogy can be derived.

2.5. Business, Political Economy, And Society

The intricate ecosystem of cyberspace facilitates global connectivity and innovation, fostering
new business models and marketplaces akin to the rise of urban commercial centres (Sassen,
1991; Castells, 2010). Examples include the emergence of online marketplaces such as
Amazon and Alibaba. However, this increased interconnectedness also accentuates
cybersecurity vulnerabilities (IISS, 2021), necessitating robust risk management strategies and
the adoption of standardised security protocols (Carr, 2012; Choucri, 2015; Jabbour &
Devendorf, 2017). Just as cities drive economic specialisation and diversification (Florida,
2002), cyberspace spurs competitive advantage and differentiation through the adoption of

digital technologies (Porter & Heppelmann, 2014).

The digital realm's analogue to cities extends to the political economy, where the
management of resources, power dynamics, and regulations shape the contours of the cyber
world (Clarke, 2010; Dunn Cavelty, 2013). As governments attempt to exert control over
cyberspace through regulatory frameworks, questions of sovereignty, jurisdiction, and
transnational cooperation arise (Dunn Cavelty, 2019). The internet's borderless nature and
decentralised architecture challenge traditional notions of statehood and territoriality (HM
Government, 2022a; HM Government, 2022b). Moreover, the digital economy's role in
reshaping labour markets, production, and consumption patterns echoes the transformative
effects of urbanisation on economic structures and employment (Florida, 2002; HM

Government, 2021).

The sociocultural dimensions of cities and cyberspace converge (Bettencourt, 2012) in
their role as platforms for communication, expression, and community-building (HM

Government, 2022a; Foucault, 1971). In both environments, the interplay of diverse groups
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generates cultural exchanges and the propagation of norms and values (Jenkins, 2006).
However, the double-edged sword of connectivity exposes society to misinformation,
cyberbullying, and breaches of privacy (Carr, 2012). As in urban centres, the quest for digital
equity and inclusion becomes paramount to ensure equitable access to technology and digital

literacy (HM Government, 2022a; HM Government, 2022b).

2.6. Domain For Military And Government Strategy And Operations

The emergence of cyber as a domain for military and government strategy and operations can
be traced back to the development of the internet in the 1960s (Caton, 2018), initially intended
as a way to maintain military communications in the event of a nuclear attack (Castells, 2010;
Choucri, 2012). At the centre of this new domain from government and military vantage point is
"cyber warfare," defined as the actions by a nation-state or international organisation to attack
or defend information and other computer systems in cyberspace (Choucri, 2015; Demchak,

2020).

Cyber as a domain for military and government strategy also involves defensive and
offensive operations, including cyber espionage, intelligence gathering, and the development of
cyber capabilities for strategic deterrence (Libicki, 2021). The cyber operations of nation-states
have included the surveillance of foreign governments and organisations, as well as the theft of
intellectual property and sensitive information (Savas & Karatas, 2022). The cyber domain's role
in military operations (Crowther, 2017) is further evidenced by the 2010 Stuxnet attack on
Iranian nuclear facilities, a joint operation by the U.S. and Israel that utilised a malicious

computer worm to disrupt centrifuge operations (Carr, 2012).

The development of cyber norms, doctrines, and strategies has become an area of
focus for governments and international organisations, as countries seek to establish
guidelines for responsible behaviour in cyberspace and deter potential aggressors (Nye, 2017).
In addition, the concept of "cyber power" has garnered increasing attention within the realms
of national security and strategic studies, as digital technologies and cyberspace have become

intertwined with the conduct of statecraft (Kissinger et al., 2021; Van Haaster, 2016; Voo et al.,
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2022). Defined as the potential and capacity of a state or organisation to exploit cyberspace for
its advantage, defend against cyber threats, and influence the behaviour of other actors in the
digital realm (Betz, 2011; Jabbour & Devendorf, 2017), cyber power represents a multifaceted
construct that extends across multiple domains. Its exploration provides valuable insights into
the complexities of geopolitics, strategic competition, and cooperation in the digital age

(Choucri, 2012; Kissinger et al., 2021).

Offensive Cyber Power pertains to a state's ability to conduct cyber operations
targeting adversaries, encompassing activities such as espionage, data theft, and the sabotage
of critical infrastructure (Libicki, 2020; Rid & Buchanan, 2015). These activities which aim to
weaken or degrade an opponent's capabilities or extract valuable information (Demchak, 2020),
hold the potential to disrupt command and control systems, impede military operations, or

inflict economic damage on an adversary.

Encompassing a state's capacity to safeguard its digital assets, networks, and systems
against cyberattacks, Defensive Cyber Power necessitates a robust cybersecurity posture that
includes intrusion detection, threat analyses, and incident response capabilities (Lin, 2010) as
well as the development and implementation of cybersecurity policies, threat intelligence
gathering, and the establishment of cyber incident response teams (CIRTs) to mitigate

cyberattacks (Libicki, 2020; Dunn Cavelty & Egloff, 2019).

Economic Cyber Power is a reflection of a country's digital economy, technological
advancements, and cyber industry. A thriving digital economy, innovation ecosystem, and
strong technological industry can provide a country with a competitive edge in the global
market (Hathaway, 2013). This also includes the ability to leverage and directly control digital
platforms, e-commerce, and fintech ecosystems to foster economic growth and

competitiveness (Baller et al., 2016).

Representing the capacity to shape information and narratives in the digital domain,

Informational Cyber Power defines a state's capability for cyber-enabled information warfare,
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propaganda, and disinformation campaigns (Carr, 2012), as well as efforts to control or censor

information within a state's cyberspace (Tucker et al., 2018).

Diplomatic Cyber Power is a proxy for the influence a country wields in shaping
international norms, rules, and governance mechanisms for cyberspace. Diplomatic efforts to
promote responsible state behaviour, prevent cyber conflict, and foster international

cooperation on cybersecurity fall within this domain (Nye, 2011; Nye, 2017).

Navigating the complexities of cyber power involves addressing strategic dilemmas and
challenges. The trade-offs between offensive and defensive cyber measures, the balance
between digital openness and security, and the pursuit of responsible state behaviour in

cyberspace are all critical considerations (Eriksson et al., 2009).

2.7. Present And Future Workloads

In the realm of political economy, cyberspace has reshaped power dynamics, governance, and
resource management, prompting questions about sovereignty, jurisdiction, and international
cooperation (Nye, 2011; Nye, 2017). At the societal level, cyberspace fosters communication,
expression, and community-building while simultaneously exposing society to challenges such
as misinformation and privacy breaches (DiResta et al., 2018; Tucker et al., 2018). As
cyberspace evolves, it reflects the diverse realities of different countries, regions, and contexts,
making its future trajectory complex and multifaceted (Caton, 2018). To navigate this
complexity and sustain progress, it is imperative to have foresight that considers the
environmental sustainability of cyberspace, addressing issues related to equitability, energy
consumption, and potential harm to the natural environment (Greer et al., 2019; Hathaway,

2013).
The global data deluge, driven by the proliferation of digital devices, loT deployments,

and growing user connectivity, has considerably increased the workload of data transmission

across cyberspace (Eom et al., 2012). As the volume and velocity of data continue to grow,
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efficient routing, increased bandwidth, and high-speed data transmission become critical for

managing the data transmission workload (Ning et al., 2018).

The expanding reliance on online services, such as cloud computing, e-commerce,
social media, and streaming platforms, further adds to the workload on cyberspace's virtual
infrastructure (Tucker et al., 2018). As users demand prompt and dependable access to online
services, the capacity to scale resources and ensure service reliability becomes essential (HM

Government, 2022a; MoD, 2022b).

Cyberspace also serves as a battlefield for cyber warfare, where nation-states and
non-state actors engage in cyber espionage, sabotage, and information warfare (Carr, 2012;
Eom et al., 2012; Kreuzer, 2021; Libicki, 2021). The increasing complexity of cyber threats and
the escalating cyber arms race necessitate robust cybersecurity postures, threat intelligence
gathering, and incident response capabilities (Betz & Stevens, 2011; Lin, 2010; Van Haaster,

2016).

The future of cyberspace is expected to be shaped by emerging technologies, such as
artificial intelligence (Al), quantum computing, and blockchain (Clarke, 2010; MoD, 2022a). Al
will drive automation and optimisation of cyberspace workloads, while quantum computing
promises to revolutionise data processing capabilities (Kissinger et al., 2021). Meanwhile,
blockchain technology offers secure and decentralised data management solutions for

cyberspace (Baller et al., 2016).

Augmented reality (AR), digital twinning, and space exploration data will also contribute
to shaping the future workloads of cyberspace (Lee, 2022). These applications will necessitate
greater computational power, data storage, and network connectivity, further extending the

notional boundaries of cyberspace beyond Earth (Libicki, 2021).
The future of cyberspace also entails addressing the challenges of establishing norms
for responsible state behaviour, fostering international cooperation on cybersecurity, and

balancing digital openness and security (Betz & Stevens, 2011; Dunn Cavelty & Egloff, 2019).
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The pursuit of digital equity and inclusion will be paramount to ensure equitable access to

technology and digital literacy (Nye, 2011; Nye, 2014).

2.8. UK Perspective, A Starting Point

The UK's history in the domain of information sciences and technology is indeed illustrious.
From early contributions to digital numerical systems to theoretical machines capable of
automating maths operations, the UK has been at the forefront of digital innovation, often in
collaboration with experts and scholars worldwide (British Academy, 2022; IISS, 2021). The rise
of the UK to technological prominence is analogous to its leadership during the Industrial
Revolution. However, the current multipolar evolution of information technology contrasts with

the UK's historical imperial ascendancy (House of Lords, 2022; Jazdi, 2014).

Recent literature and reports showcase the UK's sustained influence in various spheres
(HM Government, 2021; House of Lords, 2022; Nye, 2011). Key strengths include an open
political environment, a developed economy, an advanced education and research ecosystem,
and a hub for leading enterprises in Europe. The UK's leadership in addressing challenges such
as climate change and its role in global security and diplomacy underscore its influence. Its soft
power extends across numerous domains, and its role as a hub for science and technology
investment has positioned the UK as a force for innovation across sectors like biotechnology,
finance, and energy (House of Lords, 2022; Nye, 2005). The influx of foreign and domestic
investments further highlights the UK's leadership in the global economic landscape (HM

Government, 2021).

The UK government's Integrated Review in 2020, covering national security, military
defence, international development, and foreign policy, demonstrates a recognition of the
challenges and threats facing both the UK and the world (HM Government, 2021). The
interconnected challenges facing the UK and the world are embodied in the Ministry of
Defence’s Global Strategic Trends, including human empowerment, power transitions,

information centricity, technical progress, environmental damage, and migration (MoD, 2022a).
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These trends represent a confluence of historical legacies and emerging developments,

presenting both challenges and opportunities for future progress (MoD, 2022a).

The UK government has launched its National Cyber Strategy to strengthen its cyber
capabilities and resilience in the face of rapidly advancing technology and an evolving digital
landscape (MoD, 2022b). Built on the National Cyber Security Strategy of 2016, the new
strategy aims to keep the UK at the forefront of cyber technology and cybersecurity (DSIT,
2023; MoD, 2022b).

The strategy focuses on five pillars (HM Government, 2022a):
1. Strengthening the UK whole-of-cyber ecosystem.
2. Minimising cyber risks for businesses and citizens, and enhancing data protection
and digital confidence.
3. Leading in vital cyber technologies by expanding industrial capacity.
4. Advancing the UK's global leadership and influence.

5. Detecting, disrupting, and deterring adversaries.

Several organisations and initiatives support the strategy, including the National Cyber
Security Centre, the National Cyber Force, and the Law Enforcement’s National Cyber Crime
Network. Additionally, the Cyber Map and the UK Cyber Security Council play essential roles in
raising cybersecurity awareness, while the Digital Security by Design initiative contributes to
enhancing digital security (HM Government, 2022a). The strategy also highlights the
importance of basic cybersecurity in protecting the public sector from ransomware and other

cyber threats (MoD, 2022b).

2.9. Broader Comparative Analysis

The UK's approach to cybersecurity and digital strategy is just one perspective in a complex
and interconnected global landscape (MoD 2022b). Various states, transnational organisations,
and other stakeholders exert their influence in cyberspace, and the actions of one entity often

have ripple effects that impact the broader community.
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The United States is a dominant force in cyberspace, with a robust cyber ecosystem
that encompasses the private sector, government, and academia. The US's National Security
Strategy highlights the importance of securing cyberspace as a vital component of its national
security efforts (US DoD, 2022; US DoD, 2023). However, the country's decentralised approach
has often led to a fragmented cyber policy landscape that is influenced by diverse

stakeholders, including technology giants and civil society organisations.

NATO, as a military alliance, has increasingly recognized the significance of cyberspace
in warfare and has developed strategies and doctrines to defend against cyber threats (NATO,
2022). The alliance has worked to integrate cyber capabilities into its military operations and
has established the Cooperative Cyber Defence Centre of Excellence to promote research and
collaboration among member states (NATO, 2022). The European Union has taken significant
strides to establish a cohesive approach to cybersecurity. The EU's Cybersecurity Strategy for
the Digital Decade aims to build a secure and resilient digital space, protect critical
infrastructure, and foster innovation (European Commission, 2020). As part of this strategy, the
EU has focused on establishing a robust regulatory framework, as seen in the General Data
Protection Regulation (GDPR) and the Directive on Security of Network and Information

Systems (NIS Directive) (European Commission, 2020).

Countries such as Australia, Canada, and Japan have also developed cyber strategies
and policies that reflect their unique geopolitical and economic contexts. Australia's Cyber
Security Strategy, for instance, emphasises the importance of a strong cybersecurity workforce
and promotes partnerships with the private sector and academia (Australian Government,
2022). Canada's National Cyber Security Strategy focuses on the security, resilience, and
prosperity of its digital economy (Government of Canada, 2018). Japan's Cybersecurity
Strategy, meanwhile, emphasises its commitment to an open, free, and secure cyberspace
(Government of Japan, 2015). China's approach to cyberspace stands in contrast to many
Western democracies, with the government exerting significant control over its domestic digital
ecosystem; its cybersecurity laws focus on the importance of data localization and impose

stringent requirements on technology companies operating in China (Raud, 2016).
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These challenges impact the ability of nations to fully realise their strategic objectives in
cyberspace. Comparing the UK's approach with those of other key players provides valuable
insights into the dynamics of the global cyber landscape. The diverse approaches to
cyberspace reflect the broader geopolitical and socioeconomic contexts in which they are
situated (Caton, 2018). Understanding these complexities is crucial for developing robust and

effective cyber and digital strategies.

2.10. Identification Of Gaps In Existing Literature

Scholars have critiqued the inadequacy of current global cyber architectures, emphasising their
fragmented technical and policy approaches (Choucri, 2012; Dunn Cavelty & Egloff, 2019).
Political economic factors significantly shape cyber strategies, as state-centric paradigms
overlook the growing influence of non-state actors and economic interdependence (Keohane &
Nye, 1998). Power imbalances persist, particularly through control over digital infrastructure

and standards (Betz & Stevens, 2011; Dunn Cavelty, 2021).

Institutional practices often infringe on privacy, rights (Mearsheimer, 1994), and
freedoms in cyberspace governance (Cox & Kaniji, 2022; Deibert et al., 2008). Examples like
China’s censorship and monitoring systems illustrate the risks of prioritising security and
surveillance (Gao et al., 2019). Pluralistic governance and participatory policymaking are called

for (Chang & Grabosky, 2017).

Nevertheless, the literature reveals gaps. Comprehensive comparisons of national cyber
frameworks across public and private sectors are scarce (Cox & Kanji, 2022; Van Haaster,
2016). Despite the UK National Cyber Strategy’s advocacy for unified regulations across
sectors (HM Government, 2022a), an integrated international analysis covering legal,

technological, governance, and security culture aspects is still lacking.

A broader lens is needed to examine geopolitical dynamics and strategic interests of

state and non-state actors through a political economy approach (Carr, 2016; Prince & Sullivan,
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2019). The UK strategy recognises cyber capabilities as power shapers, calling for global
norms and standards partnerships (HM Government, 2022a). Yet, much of the current literature
remains focused on technical dimensions and immediate security threats, neglecting
multidimensional and long-term factors influencing global cooperation and equitable

cyberspace development.

Additionally, socio-cultural factors such as ethics, privacy, digital rights, identity, and
impacts of the global digital divide deserve further exploration (Dunn Cavelty, 2013; Galston &
McElvein, 2015). While the UK strategy supports cyber literacy and access for disadvantaged
groups, more comparative research on public attitudes and vulnerabilities across demographic
divides is essential (HM Government, 2022b). Critical theory can offer valuable insights into

dominant values and marginalised voices in global policy discussions (Gorwa, 2019).
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3. Research Methods

3.1. Research Design

The objective of detailing the methodology is to provide a clear, comprehensive account of the
approach taken to conduct and evaluate the research in a rigorous and systematic manner. As
noted by Blumberg et al. (2014), a thorough explanation of the methods used is critical for
assessing the reliability, validity, and objectivity of the research findings. By detailing the
design, data sources, analysis strategy, and any limitations, this section aims to enhance the
reader's understanding of how the investigation was methodically carried out to produce

credible, evidence-based insights that address the research objectives.

Ontologically, this study embraces subjectivism, acknowledging that multiple
participant realities are influenced by social, political, and economic contexts. This
acknowledgement is evident, for instance, in the varying perspectives on data privacy between
the private and public sectors. Epistemologically, the study employs an interpretivist
perspective, viewing knowledge as contextually situated and generated through insider

perspectives rather than external generalisations (Creswell, 2009).

The research methods mirror the interpretivist paradigm, emphasising contextual and
naturalistic inquiry. In-depth interviews grant participants the freedom to articulate their
experiences and perspectives (Mason, 2002), while surveys offer supplementary data on
politico-economic and social aspects of cyber capabilities. Content analysis of institutional
reports provides additional insights into strategic priorities and self-assessments of cyber

maturity.

By illuminating experiential diversity, this research aims to provide an empirical
foundation for the development of inclusive cyber policies that balance security, economic
growth, rights, and emerging technologies. The findings aspire to inform models that promote

capability building, access, ethics, and cooperation at local and global levels. The analysis
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may, for instance, pinpoint priorities for socio-technical frameworks enhancing cyber literacy or

intersectoral data-sharing practices that balance innovation, privacy, and societal benefits.

Ultimately, the interpretivist approach allows for the creation of actionable maturity
models reflecting the complexities of various institutional and societal contexts (Creswell, 2009;
Mason, 2002). The research paradigm aligns with the goal of fostering knowledge on equitable

and ethical cyber futures from a grassroots perspective.

3.2. Sampling Strategy

The sampling strategy was informed by a desire to provide a comprehensive and well-rounded
perspective on cyber maturity, cybersecurity, and other cyber considerations. In line with
recommendations by Mason (2002), it employed a purposive sampling strategy to select key
stakeholders from leading businesses, government institutions, and social NGOs, as these
individuals and organisations have direct involvement in the development and implementation
of cyber policies and strategies. Engaging with these stakeholders allowed us to capture
insights from those directly responsible for shaping cyber policies and those affected by these

policies (Bell et al., 2022).

To ensure diversity within the sample, we followed the principles of stratified sampling,
as outlined by Creswell (2009), by speaking with individuals across various levels of authority,
from frontline staff to senior leadership. We also engaged with individuals who have varying
levels of subject matter expertise and knowledge, including both cybersecurity specialists and
generalists. This approach allowed us to capture a broader range of perspectives and insights,
which is essential for understanding the complex and multifaceted nature of cyber maturity

issues.

While this had a well-defined sampling strategy in place, we recognized the importance
of flexibility in the research process. As Saunders and Lewis (2018) point out, qualitative
research often requires a degree of flexibility to respond to emerging insights and unanticipated

opportunities. Therefore, we remained open to incorporating insights from individuals or groups

25



outside of our initial sampling target, provided that their contributions were relevant and

valuable to our research objectives.

3.3. Data Collection Methods

The data collection steps include setting the boundaries for the study, collecting information
through unstructured or semistructured observations and interviews, documents, and visual
materials, as well as establishing the protocol for recording information (Saunders et al., 2019).
For the purposes of this study, feedback from diverse groups provides crucial source
qualitative data. Experts who were identified and pursued include those working in private or
public companies, organisations, businesses, academia, and think tanks focused on

implementing cyber, information technology, and other related products.

While field research interviews were largely opportunistic and ad-hoc, expert interviews
were carefully scheduled and coordinated with accessible government bodies, industry
experts, companies, and professionals. These interviews were conducted either face-to-face or
through online methods such as video conferencing or voice calls. In cases where scheduling
difficulties arose due to time zone differences or the interviewee's availability, an interview
questionnaire was sent via email to allow the interviewee to respond at their convenience. The
same questionnaire was used for all interview formats, whether in-person, online, or offline
asynchronous interviews. Responses were collected on an online data entry platform, ensuring
that the knowledge base was centralised and organised in a consistent manner from the

outset, regardless of the mode of conversation.

However, it is important to note that while in-person interviews offer the advantage of
being able to explore nuanced conversational cues more deeply (Creswell, 2009), several
factors can influence the quality of the discussions. These factors include the interviewee's
levels or propensities towards introversion or extroversion, the logistics of the interview
(including the time of day and scheduling difficulties), and any subtle cues given by the
interviewee. For example, interviewees, even those in leadership positions, may be less open

and candid in an office environment compared to a more relaxed setting outside the normal
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work environment. This is a critical discovery and consideration that may be intuitively apparent
and obvious but is rarely or explicitly addressed in research methodology textbooks (Mason,
2002; Creswell, 2009). Despite the wealth of guidelines on conducting interviews effective,
such as preparing properly, engaging politely, and listening intently, and observing alertly,
situational contexts inherent in the interview method, research process, and overall
circumstances and context of the discussions can still introduce bias into the observations,

data collection, and interpretation by the researcher.

The set of questions was developed to capture different perspectives and to provide
detailed opinions or thoughts. The second part of the questionnaire is about rating certain
cyber practices in their respective organisations. The goal was to understand specific cyber
contexts from both specialised and lay viewpoints. Experts provided comparative analytical
perspectives given their global experience while their perspectives as citizens or residents were
also shared localised attitudes and perceptions. Together, these aim to elucidate
multidimensional insights on cyber governance efforts and practices. Open-ended expert
interviews allowed additional thoughts beyond the formal questions. This diversity of

perspectives enriches analysis.

Interview Questions

Demographic Information

1. Contact / Email / Others (optional)

2. Location. Which city are you in or which location do you currently reside?

3. Occupation? [Student, Professional (Public), Professional (Private), Entrepreneur, Subject-Matter Expert, Homemaker, Other]
4. What is your age?

5. What is your gender? [Male, Female, Prefer Not To Say, Other]

6. What is your educational background?

7. What is your professional experience in the field of cyber?

8. What company, business, organisation or university are you affiliated with?

Questions & Personal Views

1. How would you define cyber maturity at the national level? *
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2. In your opinion, what are the key factors that contribute to a nation's cyber maturity?

3. From your perspective, what are the major challenges or barriers that hinder the achievement of cyber maturity at the
institutional level?

4. What are the potential risks or limitations associated with implementing a renewed global cyber architecture model?

5. How can governments, organisations, and individuals contribute to the development and implementation of a renewed global
cyber architecture model? *

National Cyber Maturity

Please rate the cyber maturity and practices in your country based on the questions below.
Scale: 1 = Poor, 5 = Excellent

1. How would you rate your country's level of cyber maturity?
2. How would you assess your country's cybersecurity policies and regulations?
3. How effective do you perceive your country's cybersecurity infrastructure to be?

4. How likely do you think it is for a renewed global cyber architecture model to be successfully implemented and adopted?

Institutional Cyber Maturity

Please rate the cyber maturity and practices in your business or company based on the questions below.
Scale: 1 = Poor, 5 = Excellent

1. How would you rate your organisation's level of cyber maturity?
2. How well does your organisation implement cybersecurity best practices?
3. To what extent does your organisation prioritise cybersecurity in its overall strategy and decision-making processes?

Other Notes:

Table 3.3.1.: Interview Questionnaire

The open questionnaires allowed participants to freely share opinions, experiences and
perspectives on cyber. Basic demographics were gathered but identities were kept
anonymous. This qualitative data was triangulated with expert interviews and secondary

literature.

3.4. Data Analysis Methods

Qualitative data analysis involves interpreting complex and nuanced information from sources
like interviews and open-ended surveys. It relies heavily on making sense of unstructured

human communications and subjective responses. This makes the process inherently intricate.
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The operational research activities in this study predominantly focus on the viewpoints
and feedback of various stakeholders concerning cyber and cyberspace realities. These
stakeholders include government officials, subject matter experts, private sector vendors,
academic researchers, professional practitioners, and ordinary citizens or the persona of an

ordinary citizen while speaking with experts.

As a supplement to initial samples or contacts for discussions, we also used a
combination of snowball sampling to identify additional participants through referrals from
initial participants and convenience sampling to select participants based on their availability
and willingness to participate. The author was able to engage with these actors within the
limitations of the available budget and time resources. The initial plan was not always

applicable without changes and adaptation.

Qualitative analysis is also iterative, requiring repeated cycles of reviewing notes,
transcribing responses, identifying codes, categorising themes, reorganising material
chronologically, and recoding concepts (Creswell, 2009). The data must be continually

classified and re-examined as new insights emerge through ongoing immersion.

Coding is an iterative process

Create initial
codes & properties

Code 2-3
transcripts,
negotiate, revise

Always read

— transcript freely

befaore coding

Create final code ( ‘ Code 3-5
“— structure, apply transcripts,
to all t J negotiate, revise

Figure 3.4.1.: Coding Is An lterative Process (Mason 2002)
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Qualitative data analysis involves categorising and characterising people, events, and
other elements to uncover meaning. Coding, defined as segmenting textual data into chunks to
identify common themes, is done iteratively throughout the analytical process (Creswell, 2009).
Organising, coding, and classifying occur in a nonlinear, repetitive manner during qualitative
research (Blumberg et al., 2014; Bell et al., 2022). The textual data is broken into portions with
related meanings. These codes are consolidated into broader concepts, then re-examined and

refined as analysis deepens.

Interpreting the Meaning of
Themes/Descriptions

i

Interrelating Themes/Description (e.g.
grounded theory, case study)

} }

Themes Description

T .

Validating the accuracy of Coding the Data (hand or computer)
the information T

Reading Through All Data

T

— Organizing & Preparing Data for Analysis

T

Raw Data (transcripts, field notes, images,
etc.)

Figure 3.4.2.: Data Analysis In Qualitative Research (Creswell, 2009)

3.5. Ethical Considerations

The research adhered to key ethical principles including voluntary participation, informed
consent, anonymity and confidentiality. All questionnaires and interviews explicitly emphasise

these standards.

The participants were clearly informed about the study purposes and procedures and

they can freely decline to participate or withdraw at any time without repercussion. All
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participant identities and responses are also kept anonymous. No identifiable data will be

published.

Furthermore, the United Kingdom regulations and guidelines on privacy, data
management, and subject protections were followed diligently. Participants can choose to not
disclose any business information, sensitive data or government details they prefer to keep

confidential. No pressure will be applied regarding disclosure.
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4. Findings And Analysis

4.1. Conceptual Framework

This research employed a multi-perspective theoretical framework, synthesising insights from
several fields including political science, international relations, organisational design and
management, information systems theory, enterprise architecture, and technology governance
(Colomb, 2005; Kottemann & Konsynski, 1984). As the subject of cyber maturity is an intricate
interplay of social and technical factors, an integrative approach was needed (Gregor, 2006;
Jabbour & Devendorf, 2017; Kottemann & Konsysnski, 1984; Matlin & Land O’Lakes, 1979;
McMullen & Schneider, 1972).

What? How? Where? Who? When? Why?

Scope
Planner (contextual)
Owner Enterprise model
(conceptual)
i System model
Designer (ogical)
Builder Technology model
(physical)
Sub- Detalled
contractor representations

(out of context)
Data  Function Network People Time Motivation

Figure 4.1.1.: The Zachman Framework (Lankhorst et al., 2009; Zachman, 1987)

In the analysis of national cyber strategies, this study leveraged political science and
international relations theories that addressed power dynamics, national interests, and
competition and cooperation among states (Keohane & Nye, 2011). Rather than adhering

strictly to traditional theories such as realism and liberalism (Mearsheimer, 1994), the research
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expanded upon these by incorporating constructive and critical perspectives that considered

the roles of norms, identity, and discourse in global policy-making (Barnett & Duvall, 2005).

In examining organisations, the study was informed by institutionalism, which provided
a framework for understanding governance, culture, capabilities, and strategic orientations
within institutions (North, 1991; Peters, 2012). However, this was further enriched by multilevel
and social institutionalism (Colomb, 2005; Powell & DiMaggio, 1991) and complemented by
theories from organisational psychology and behaviour that explore cognitive processes,

motivations, and group dynamics (Peters, 2012).

A Conceptual Architecture Of Cyberspace
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Figure 4.1.2.: A Conceptual Architecture Of Cyberspace

For the consideration of cyber architecture and governance, this study integrated
technical perspectives on information sciences, management information systems theories,
system complexity, socio-technical interactions, resilience, and standardisation (Chang &

Grabosky, 2017; Matlin & Land O’Lakes, 1979; McMullen & Schneider, 1972; Trist, 1981).
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These technical viewpoints are balanced by insights from science, technology, and society or
STS studies (Jasanoff, 2012), which emphasise the social embeddedness of technological
systems and stress the importance of ethical considerations and pluralistic approaches

(McMullen & Schneider, 1972; Orlikowski & Robey, 1991).

Before field work commenced, a foundational framework (see Figure 4.1.2) for data was
established based on the conceptual framework and taxonomy. This was informed by insights
from an in-depth literature review and was iteratively shaped by the initial knowledge amassed
during the research inception. With careful mindfulness of excessive confirmation bias, the
experience of the author in the technology sector further refined this broad taxonomy scaffold.
Given the active participation of the researcher in varied communities, from tech-focused
groups to general community circles, a spectrum of different covert and overt observations and
perspectives were also utilised for additional grounding and contextualisation. These diverse
engagements encouraged a canvas for a richer picture of insights from leaders, managers, and
subject matter or domain experts regarding cyber, related organisational initiatives, and their
implications. This is reflected in the figure or graphic that represents the broad concerns or
anchor perspectives that were used as scaffolding for codes, concepts, and constructs

modelled and represented in the interviews and analyses.

4.2. Selection Of Specific Case And Context

This research employed a qualitative approach grounded in an interpretivist paradigm to
investigate diverse perceptions of cyber maturity. By utilising semi-structured interviews and
surveys, this study sought to gather insights from a broad spectrum of participants, including
technology professionals, public administrators, industry leaders, civil society groups, and
citizens. This inductive approach enables theories and insights on cyber maturity to emerge

naturally from the data, rather than imposing existing hypotheses (Creswell, 2009).

Our exploratory and investigative trajectory sought insights from four broad categories
of stakeholders:

(@) Leaders or Managers in public sector entities,
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(b) Professionals or Subject Matter Experts in public sector entities,
(c) Leaders or Managers in private enterprises, and

(d) Professionals or Subject Matter Experts in private enterprises,

Their feedback and perceptions were critically analysed against:
a) The broader cyber landscape,

(

(b) Cyber architecture or domain paradigms,
(c) Dynamics of cross-sector interactions, and
(

d) Other prevalent sentiments and informed perspectives.

Furthermore, open-ended enquiries shed light on possible trajectories for cyber

architecture and its potential role in shaping future strategies.

An initial roster of 100 potential interviewees, spanning government and corporate
sectors within the cyber, digital, technology, and public governance areas, were identified. Of
these, 23 intensive dialogues took place over a span of two months through both face-to-face
and digital channels. Some pivotal interactions with key industry figures are still pending but

will no longer be included or scoped upon completion of this dissertation.
Consent, anonymity and confidentiality were paramount throughout data collection. No

personal data was gathered without express permission and participation was entirely

voluntary.
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4.3. Presentation Of Findings

USA
4.3%
Ireland
4.3%
Canada
4.3%

UK
52.2%

Singapore
34.8%

Figure 4.3.1: Location Of Respondents

The research approach, predominantly qualitative in nature, found its grounding in the
empirical data derived from extensive expert interactions. Lexical statistics from these
dialogues informed and influenced subsequent expert interactions, offering a dynamic and

responsive feedback loop.
Logistical assumptions, concerning research location and scheduling, were largely
corroborated. Unexpected yet fruitful interactions occasionally emerged during expert liaison,

enriching the dataset and broadening the research's purview.

While the author and the process were primarily based in the United Kingdom, the

research process transcended and remained liberal with geographical confines. It engaged in
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dialogues and gathered data from a wide range of professionals: ranging from leaders and

subject matter experts to domain specialists, in both the public and private sectors.

It is noteworthy to highlight the geographical spread of respondents to provide context
for the global relevance of our research findings. The highest volume of responses was
registered from the following locations, thereby elucidating the primary regions contributing to
this dataset:

e United Kingdom: 52.2%

e Singapore: 34.8%

e Canada: 4.3%

e lreland: 4.3%

e United States of America: 4.3%

This geographical dispersion not only enhances the richness of our dataset but also
offers a multifaceted perspective that accounts for regional variability in practices, policies, and

perceptions.

While the numbers seem skewed to certain locations that may reduce the validity and
reliability even further from a qualitative point of view, the contextual and commercial
underpinnings of location sensitive categorisation is often missed. For example, the UK and
Singapore are in fact representative of regional and global organisations or ecosystems. This
was explicitly mentioned in discussions the research engaged with. The minimal representation
of Canada, Ireland, and the United States of America, is partly an administrative limitation as

well as a logistics constraint with regards to practical scheduling and coordination.

Part of the aims of the research process was to engage in discourse with leaders of
organisations, both from the perspective of domain expertise as well as from managing the
organisation itself. These were one of the contrasts and tensions that was being explored to
investigate any dissonance or disconnect within organisations or clusters of interrelated
organisations within a field or sector. From an information systems perspective as well as an

enterprise architecture perspective, the technical aspects of the system of humans or
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organisations are rarely the singular driving force in discovery, analysis, prediction, operations,

and evolution (Colomb, 2005; Gregor, 2006).

Interview Distribution vs Sector Category

Public Service
(Direct)

Private Employment

Sector Category

Others (e.g. Business
Cwner, etc)

0 5 10 15 20

Interview Distribution Mumber #

Figure 4.3.2.: Interview Distribution vs Sector Category

The preceding figure represents the distribution of interviews that were actually
engaged in. The initial sample segment and targets were distributed equally, but the actual
interviews were subject to availability, convenience, and logistical constraints. The raw data
points to a predominantly private sector employment of interviews at seventeen (17) people,
three (3) people directly employed or contracted with public organisations, and three (3) who

were business owners and other categories like NGOs, military, et al.
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Interview Distribution vs Sector Category
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Figure 4.3.3.: Interview Distribution vs Sector Category - Detailed

Upon deeper discussions during interviews and review of the notes, it may be found
useful to realise that the representation of relevant public sector domain knowledge and insight
is more than initially charted from the raw data. Out of the seventeen (17) privately employed
interviewees, ten (10) were directly and exclusively assigned to public organisations,
institutions, and bureaucracies; under which they were subject to the same or stricter regime of
security clearances and access to and responsibility for relevant information and decisions that
is the topic of this research. The differences, as advised by the interviewees, were mainly
administrative in nature, plus additional differences in pension management and job security.
While seemingly irrelevant, these data points regarding the model of employment represent a
source of contention in the incentives and deterrence for certain thinking and activities within

key roles and responsibilities (Creswell, 2009).
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Seniority Level Distribution vs Seniority Level Category

Seniar Leadership

Seniority Level Category

Mid-To-Seniar
Domain Expert
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Seniority Level Distribution

Figure 4.3.4.: Seniority Level Distribution vs Seniority Level Category

As a final highlight among several key attributes that were used to contextualise the
research process, segmenting and analysing the viewpoints of different levels within an
organisation was tracked. The key difference is that several of senior leadership roles are purely
administrative and relatively detached from the nature and purview of the purpose and sector
of the organisation. While this is generally considered normal and does not in any way assume
incompetence, it always helps to have leaders, managers, governors, and supervisors to have
practised or have at least been involved in the sector or the activities of the roles, even
indirectly. The research results led to 28% interviewees with senior leadership or management

roles while 72% were individual contributors, subject matter experts, or domain experts.

Most Common Relevant Work Tokens And Concepts

Frequency Word Frequency
cyber 57 infrastructure 12
not 32 train 12
cybersecurity 30 good 11
policy 23 model 11
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government 22 national 11
nation 21 share 11
IT 20 budget 10
risk 20 business 10
technology 20 digital 10
cooperation 18 international 10
law 18 investment 10
maturity 18 plan 10
people 18 progress 10
think 18 term 10
global 17 capability 9
security 16 citizen 9
standard 16 country 9
system 16 datum 9
technical 16 institution 9
time 16 norm 9
challenge 15 partnership 9
threat 15 robust 9
work 15 collaboration 8
architecture 14 collective 8
practice 14 information 8
skill 14 interest 8
strategy 14 issue 8
lack 13 align 7
regulation 13 aspect 7
change 12 awareness 7

Table 4.3.1.: Most Common Relevant Work Tokens And Concepts

From the raw data, we distilled pivotal terms and statistical nuances to enable detailed
analysis. Intriguing patterns and relationships were further reinforced using secondary data

sources.

In an endeavour to crystallise the semantic core of our dataset, an exhaustive lexical
analysis was undertaken. The purpose of this exercise was not merely to isolate frequently
occurring tokens but to delineate the conceptual framework that underpins the discourse in the

field. The tabulated representation above enumerates the most prevalent tokens and
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associated concepts that surfaced during this analysis. The frequency of each token is also

quantified to indicate its prevalence within the dataset.

l
connectivity IO% (1)
l

cyber 31% (99)
cybersecurity 9% (30)
!
cyberspace | 9% (30) B connectivity
| L
cyber
data - 3% (9)
cybersecurity
environment ¥ 1% (4) ' cyberspace
M data
function 2% (5)
B environment
functions M 2% (5) B function
B functions
governance 2% (7)
governance
infra 4% (12) infra
infrastructure
infrastructure 4% (12) =
| management
management | 2% (5) B network
B physical
network 1% (4)
B volicies
physical [J2% @© software
‘ standards
policies _ 7% (21)
systems
software | 0% (1) tech
standards 5% (15)
systems 4% (12)
tech 13% (43)

Figure 4.3.5: Lexical Analysis Supporting Code System
The tokens are invaluable pointers towards the prevalent themes, topics, and concerns

in the field. For instance, the term 'cyber' and its close derivative 'cybersecurity' together

amass a significant portion of the occurrences, indicating the overarching emphasis on these
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areas. Similarly, other terms such as 'policy,"' 'government,’ and 'risk' reflect the multifaceted

nature of the topics under discussion.

Although apparent in a straight forward analysis, further contextualisation is required
that can only be gleaned with diligence and sense making. For example, in the chart
representing percentages of word frequencies, reading it without context may miss a crucial
insight, namely that the subject matter experts, domain experts, and the management staff
were all clubbing together concepts into representative work tokens as a professional shortcut.
As an analogy, if you speak with a civil engineer about infrastructure, the conversations
implicitly and semantically mean roads, bridges, buildings, and the necessary components and
engineering that it entails. In other words, they do not itemise all the related concepts in every
discussion, but simply call them projects or infrastructure builds. Similarly, within the practice
of information technology, telecommunications, cyber, and digital, infrastructure is a catch-all
term that can be skewed to mean specific products, platforms, and services the sub-sector or
the enterprise offers to the market. For example, discussions and topics relating to data centre
or hyperscaler cloud facilities that uses the word infrastructure would generally mean the
hardware server, the virtualised server hosting capabilities and systems, and the scope and
scale of global connectivity within these critical nodes of computing capabilities provided by
multinationals (AWS, 2023; Google Cloud, 2023; Mell & Grance, 2011; Microsoft Azure, 2023).
In another context, when dealing with major telecommunications providers, whether these are
for terrestrial wired networks, cellular-based mobile service networks, and other backbone
networks that provide aggregate bandwidth for national and international scale data flow,
infrastructure is the coupling of physical network equipments as well as the operating service
standards they have to adhere to. As was explained by one of the interviewees, infrastructure is
not a generic term for their industry but is a segmented categorisation of capabilities and
standards each installation and operated sub-network falls under, e.g. multiple types of
land-based broadband network, numerous types of fibre optic based direct connectivity into
terminal points like home or business facilities, and the various inter-operable but distinct

mobile networks operating within different spectrums like 3G, 4G, 5G, and others.
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The gamut of discussions forms a comprehensive perspective on critical research
objectives: the shaping and governance of cyber strategies, the integral role -- or lack thereof --
of cyber architecture in strategic planning, the commercial dynamics within this realm, and
importantly, the broader public's experience and perspective. Through this lens, we aim to
demystify both the tangible impacts of cyber initiatives and the evolving aspirations of those

immersed in this digital age.
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Figure 4.3.6: Interview Responses Word Cloud

To further elucidate the thematic concentrations present in the qualitative data, a word
cloud was generated. The word cloud presented below provides a compelling, data-driven
overview of the salient points gleaned from the qualitative material. Utilising specialised data
visualisation software, the word cloud was crafted from a corpus of 35414 participant response
tokens, filtered to include only nouns and adjectives. In the generated word cloud, the size of
each term is directly proportional to its frequency in the dataset, offering a quick yet impactful
shapshot of the primary focal points emerging from the qualitative data. The visual
representation offered by the word cloud serves to spotlight the recurrence of key terms,

thereby signalling predominant themes that warrant further investigation.
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Employing foundational elements of lexical studies and an entry-level exploration into
the complex field of Natural Language Processing (NLP), the research deployed initial
measures such as tokenisation, categorisation, lemmatisation, stemming, syntactic tree
construction, and rudimentary semantic scrutiny. These foundational steps are standard entry
points and serve as the basis for generating elementary frames of semantics, entity
identifications, and modelling of network interactions. This framework subsequently facilitated
a more sophisticated second-order semantic interpretation. Ultimately, these techniques
helped confirm, extend, and modify the initial scaffolding and anchor concepts at the beginning
of the research process, thereby establishing an initial set of codes and perspectives to

categorise and understand sub-codes or themes in the interviews and analysis.

Functional And Governance

Physical And Virtual Hardware Plane
. Core Server And Services Connectivity

Terminal And Actors

Code And Perspectives

Terminal And Actors Connectivity

Cyber Emergence

Figure 4.3.7.: Code and Perspectives
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Code and Perspectives:

Functional And Governance

Key Themes:

Strategy. Standards. Enterprise. Community. Society. Policies. Processes. Practices. Functions.
Geography. Governance. Compliance. Assurance. Certification. Regulations. Value Chain. Logistics.
Operations. Intelligence. Security. Education. Qualification. Guilds. Events. Expo.

Relevant Sample Statements:

“A cyber mature nation has developed robust strategies, policies, laws, and governance structures to
secure critical infrastructure, businesses, and citizens in the digital domain.”

“Having effective laws, policies, governance and standards to securely manage digital risks and
opportunities.”

“We extensively work with other agencies and ministries to aggregate information and transform them
into a coherent structure usable in our modeling and forecasting functions.”

“It is about asset management, lifecycle planning, about threat and opportunities analysis, about
budgets, about offence and defence, and while military domains and leadership is key, this should be
approached as a society.”

“Inability of management to move on and transform due to structural, corporate, and political
constraints.”

“Legacy systems and teams that do not collaborate for the goals of the organisation. Difficulty agreeing
standardised global policies.”

Code and Perspectives:

Technical

Key Themes:

Hardware. Software. Operating Systems. Runtime Environments. Components. Interface Services.
Systems. Utilities. Applications. Data. Schema. Formats. Transit State. Protocols.

Relevant Sample Statements:

“We can think of it in traditional terms like enterprise architecture which is a catch all for all information
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systems concerns especially n the aspect business strategy, data strategy, technical strategy, software
strategy, security strategy, and governance strategy.”

“Technical debt from legacy IT systems poses obstacles for modernization.”
“Big tech or governments mishandling data.”
“The Internet for example is a force for good but can hurt people when personal data is compromised.”

“Old, legacy IT systems are very hard to upgrade, teams not sharing info, and resisting change, lack of
Skilled people.”

“From experience, | can say there are skill gaps in the workforce, legacy systems that impede
modernization, poor practices and low threat awareness due to insufficient policies and training,
complex regulations. Lack of cooperation due to competing interests, and difficulty standardizing
global policies.”

Code and Perspectives:

Physical And Virtual Hardware Plane

Key Themes:

Infrastructure. Systems. Compute. Storage. Internal Networks. Services.

Relevant Sample Statements:

“Unlike computer code, you need to get physical infrastructure correct, be it civil works or physical
technical works like networks, cabling, signaling systems, centralised operations command, enterprise
computer systems, inter-agency data transfers, and all these functions that depend on real physical
environments to enable digital work.”

“Public and private investment in cybersecurity infrastructure, technology, and training helps
strengthen defenses and resiliency.”

“Much like how we do it in real civil infrastructure, a good dose of smart planning and thoughtful
diligence is needed.”

Code and Perspectives:

Core Server And Services Connectivity
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Key Themes:

Analog. Digital. Wired. Electromagnetic. Machine Relay. Biological Relay. Internet. Intranets.
Operational Networks. Ad Hoc Networks. Personal Networks. Standards. Protocols. Functions.
Formats. Lifecycle.

Relevant Sample Statements:

“Legacy IT systems that are difficult to update pose a technical challenge, requiring significant time
and investment to modernize.”

“The immense scale of operations requires smart infrastructure for core functions and shared support
functions.”

“For example, instead of focusing too much on network coverage, we use measurements critical to
network operations and customer satisfaction, the outcomes; e.g. percentage of promised throughput
to actual throughput, uptime guarantees, network outage or incident response times, etc.”

Code and Perspectives:

Terminal And Actors

Key Themes:

Entities. Environment. Humans. Other Biological Lifeforms. Things. Software. Actors. Agents. Proxies.
Events. Triggers.

Relevant Sample Statements:

“Individuals as citizens can elect policymakers committed to cybersecurity progress and as cyber
professionals can contribute technical skills.”

“Resistance to change and people who don't understand the requirements or technology.”

“We have a Smart Nation initiative that now focuses on using ICT for expanding and extending all
functions of government.”

Code and Perspectives:

Terminal And Actors Connectivity

Key Themes:
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Analog. Digital. Wired. Electromagnetic. Machine Relay. Biological Relay. Internet. Intranets.
Operational Networks. Ad Hoc Networks. Personal Networks. Standards. Protocols. Functions.
Formats. Lifecycle.

Relevant Sample Statements:

“For example, instead of focusing too much on network coverage, we use measurements critical to
network operations and customer satisfaction, the outcomes; e.g. percentage of promised throughput
to actual throughput, uptime guarantees, network outage or incident response times, etc.”

“The immense scale of operations requires smart infrastructure for core functions and shared support
functions.”

“From experience, | can say there are skill gaps in the workforce, legacy systems that impede
modernization, poor practices and low threat awareness due to insufficient policies and training,
complex regulations. Lack of cooperation due to competing interests, difficulty standardizing global
policies.”

Code and Perspectives:

Cyber Emergence

Key Themes:

Domain. Commons. Notional. Kinetic. Temporal Activation Nexus. Event Horizon. Stimulus.
Emergence. Social. Digital Twins. Cyber Physical Systems. Enablement.

Relevant Sample Statements:
“I agree with you that cybersecurity is not the important aspect of cyber.”

“Governments can foster international dialogue and negotiate agreements that outline collective
norms, principles, and technical standards to form the backbone of a new cyber architecture.”

“Additionally, arriving at standardized global technical standards and policies will be challenging with
divergent perspectives.”

“Fundamentally, cyber maturity requires the government to make resilience a strategic priority integral
to our national security, economic prosperity and technological development.”

“It means digital practices at the national level is governed well and just happen to make use of
transformational technologies we have nowadays.”
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“Governments must act quick enough to keep pace with technology.”

“Resistance to new technologies and processes hinders agility.”

“Maturity is having the wisdom and ability to have gone through or leap frog through various stages of
developing capabilities, capacity, and consistency in supporting legacy, current, and future needs of

the digital and cyber platforms and infrastructure of a nation.”

“Cyber maturity refers to a nation's preparedness and capabilities in managing risks and leveraging
opportunities within cyberspace.”

Further to these qualitatively analysed statements, a set of subjective rating questions
gathered from participants (Figure 4.3.8., Figure 4.3.9., and Figure 4.3.10.) portrayed the
impression and message that while key areas of cybersecurity policies seems to already
receive ample attentions and resources for the implementation and enforcement of good
policies and practices, there is marked shift towards lack of investments in other underlying
aspects of the overall enterprise or overall system of governing certain scopes or units of
society, be it in small communities, private companies, or larger public institutions and bodies
of governments. This leads to an overall impression and historical legacy of carrying too much
technical debts or mistakes from the past that simply had to be endured towards the future. As
a consequence of (a) consistent overinvestments in ‘cherry-picked low hanging fruits’ a phrase
several of the respondents seem to use a lot; (b) constant oversimplification in communications
of weight and consequence to convince leadership and management; (c) declining effective
state of underinvested areas of cyber and cyberspace like core underlying infrastructure,
interdisciplinary education, simple but consistent system upgrades, and global cooperation; (d)
misconceptions and ambiguity of concepts leading to policy waste and overlapping bloated
bureaucracy; and (e) lack of maturity, process for improving maturity, and a clear framework
encompassing enough concerns in an evolving sea of considerations to ‘move the needle’,
which was a phrase mentioned numerous times to represent the simple ability of organisations
or programmes to enact useful change. While it is an idiom not unbeknownst to the researcher,
it reflects the challenge at hand, that a small tick in the great measure of things is considered

huge progress; and yet, there was a marked change of tone of optimism whenever change,
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improvements, and maturity became the topic of conversation reflecting a sentiment of

cynicism in the current state of affairs.
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Figure 4.3.8.: Organisational Cybersecurity Practices
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Organisational Infrastructure Maturity
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4.4. Summary Of Research Findings

It was a key pillar of the activity to take into account basic historical meaning drifts as the
concept of cyber has been used and evolved in various contexts. The interviews, surveys, and
analysis enacted worked toward a balanced population of subject matter experts, domain
experts, organisational management, and other administrative leadership involved in the public

and private sphere.

Cyber, a term often confined to specific domains, is more aptly understood as a
ubiquitous field that seamlessly integrates with and enhances all human and machine-operated
domains. In line with contemporary discourse and research (Choucri, 2015; Clarke, 2010; Wren,
2015), these definitions have incorporated operational considerations (Maurer & Morgus, 2014)
reflective of the real-world industry, encompassing emerging communication protocols beyond
Transmission Control Protocol over Internet Protocol (TCP/IP) such as (a) Supervisory Control
And Data Acquisition or SCADA; (b) Cyber-Physical Systems or CPS, and Internet-of-Things or
IoT (Ning et al., 2018). Additionally, it also includes hardware resilience mechanisms embedded
within systems and software itself, the architecture of networks and subnetworks, access

nodes, and the integral role of data (Greer, et al., 2019; Prince & Sullivan, 2019).
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Figure 4.4.1.: Traditional Layered View Of Cyberspace (Parish & Madahar, 2016)

The discussions and analysis of feedback from experts, practitioners, and researchers
almost unanimously agreed that traditional conceptual theories and taxonomy of concepts
currently utilised create confusion and incorrect assumptions, in particular, towards political
bureaucracy, strategic planning, financial engineering, investments, operations, and
maintenance of key infrastructures, services, and human capital development. Additionally,
typical presentation and conception of simple abstraction layers along one dimension or axis
creates an oversimplified model for strategy, planning, operations, and evolution of complex

functions that are cross-disciplinary in nature.
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Consequently, these inconsistencies create a taxonomy and cross-section of concerns
leading to fragile organisational purviews, ambiguous political jurisdictions, misappropriation of
funding, and incorrect or imbalanced development of skills or competencies for short term

operational effectiveness and long term strategic competitiveness.
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5. Conclusion

5.1. Reflections On The Research Process

Outside role-specific sub-functions like cybersecurity, facilities security, or end-user equipment
operations, interviewees agreed that the industry and institutions creating policies including
major consultancies promote an oversimplification of terms, concepts, and frameworks in the
interest of an ‘easy sell’ as one of the domain experts in the telecommunications industry
mentioned or as a ‘layman’s version’ of crucial components of processes and procedures to
‘cut through the bureaucracies or to deal with overly incompetent management’ as mentioned
by one of the department heads for a government agency in the UK. The research process
avoided generalising from individual statements; but it must not discount sincerely provided
and consistently competent insights provided by people with authority, subject matter
expertise, and integrity, as far as the research can assume. This is echoed in the private sector
and in investment circles, where certain sub-functions or ‘feature slices’ instead of complete
products or value propositions are highlighted as simplicity even at the expense of coherence
gains more attention in the capital markets. This is dangerous in general for society -- even if
profitable for small portions of society who benefit despite incompetence, corruption, or

parasitic opportunism -- for misappropriated resources is detrimental to the system as a whole.
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Proposed Global Cyber Architecture Model

5.2.

juj | spxepueis | A8sjex3s

astadis

Arato0s | Axtunwwod |

Aydex8oen | suotioung | seotrioexq | sessedoxd | SeTOTTOd

"€TOT ‘'W'Q°09

suotiern8ay | uotiesrfrize) | eoueinssy | sdouerTdwo) | sdueUIBACY

Aytinoeg | eouedtyre3ur | suotiezedg | sorist8o7 | uteyy entep

odx3 | sjusaz | sprtnp | uotieostfitend | uotiesnp3

S00TAISg syI0M1aN a8ero1g a1ndwo)

sueTd erempieHq TeoTsAud

S9OTAISS S)I0MISN 28e103g 23ndwon swaisAs

oueTd TOIIUOD UOTIOBIISQY ©IEBMpIBH PESTTENIITA

82428 17 sjewroy

suoT3oung $T020301d spIepuelg

syIomisN Teuosiad | sjyromisN 204 py | syrIomisy TeuoTieradp | sisuerjur | 3sursjul

UOZTIOH JUSAJ pue SNXsN UOTIBATIOy Terodws]| I1agA)

aoedsiagln

UOZTIOH JUSAJ pue SNXsN UOTIEATIOY Terodws| I1aqgA)

aToAo8 1 sjewroy suoTioung $T0203014 spIepuels
s)Iom1sN Teuosiad | s)yiomisN 904 py | syIomisN TeuoTieradp | sisuerjul | 3sursjul

[Aetey TeoT80T0Tg ‘Aerey eutyoep ‘oTieuBeworlosal3 ‘peitm ‘TeiT8ra ‘Boreuy]
AJTATIOBUUO) 8PTS JUSTTD Pue TEUTWIS]

s1088T11) S1uaA3l S9TX0Id sjualdy $1030y
[exemifos ‘sButyl ‘swrofefr] TeOoTHOTOTg IoY3Q ‘UBwWNH ‘3IUSWUOITAUI] SOTITIUJ

eoedsiagA) Jo @1In3oe3zTyoxy Tenideouo) Y

axnyoniyserfur

axemifog | sxempieH

SjuswuoITAUg swtiuny | sweisAgs Sutiexedp

o
o
=
©
(=]
=)
[
=
t
3
L)
3
t
@
=
—h
o
o
(]
w

S8J2TAIS

suotiedTTddy | seritTrin | sweisAs

sToo03101d | 8ieis 3tsuer) | sjewroq | ewsayog | eieq

Figure 5.2.1.: A Conceptual Architecture Of Cyberspace
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5.3. Description Of The Proposed Model

Central to the proposed architectural paradigm is an intricate, layered stack that progresses
from the foundational core physical infrastructure upwards to a more evolved virtualised
platform and, ultimately, to an intricate web of connectivity and networking essential for diverse

computing requirements.

At the top are terminals and actors. They are representative of diverse interaction
points, extending beyond the conventional human-machine interfaces to encapsulate entities
such as environmental sensors and adaptive urban infrastructures. Despite their diversity,
these nodes converge on a framework of connectivity, encompassing all communication
protocols, from conventional ones like Wi-Fi and Bluetooth to niche mechanisms like legacy

radio frequency or RF and Internet-of-Things or loT based protocols.

A novel feature of this conceptualisation is the dynamic entity of '‘Cyberspace'. Contrary
to traditional definitions that envision cyberspace as a mere digital continuum or domain, our
model posits it as a vibrant conduit of data interactions. Particularly, the introduction of the
Cyber Temporal Activation Nexus and Event Horizon reiterates the importance of transitional
state of data. The transformation from static 'data-at-rest' to kinetic 'data-in-transit' animates
this conceptualisation of cyberspace. It draws parallels with biological circulatory systems in its
significance and function. In other words, the key aspect of life or the complex emergence of
life stems partly from energy in motion, not just ingredients of life in stasis. Similarly,
cyberspace is not a space or a domain in a dimensional sense, but is the sum total reality of all
data in motion. A gap in the literature, apart from the concept of cyber enabled physical
systems, is the concept of the temporal activation nexus and event horizon. This is a crucial

aspect of this conceptualisation.

Breaking this concept down, temporal activation nexus means a time-bound activation
or presence of data flow within cyberspace; in addition, the event horizon is the moment latent
or potentiality becomes kinetic within physical or virtualised infrastructures and networks. As a

practical example, imagine a mobile device that is not linked to the internet by means and
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standards available to it. In this state, at this abstraction, where all data resides locally, the
mobile device is operational and still fulfils some of its features and functions as a computing
device, albeit, in isolation. Upon establishment of connectivity, as soon as data flows from the
device and initiates interaction with the various layers of the complex networks and
infrastructure, it becomes part of cyberspace. Another similar example that perhaps vastly
expands the reach of cyberspace is with interplanetary communications and beyond. In this
context, if a satellite, even using legacy and obscure communications protocols, sends
information back to earth, and this data flow has reached beyond the initial event horizon,
whether through further human processing or machines relaying radio data across the internet,
then the satellite becomes, in essence, part of cyber. This has operational and strategic
implications in how cyber is viewed, not just a geographical domain sovereign states or merely

sub-functions of cyber 'security'.

Flanking the central construct are two pivotal pillars, encapsulating the overarching
considerations impinging on every stratum. To the left, the emphasis is on technical intricacies,
seamlessly integrating facets of data logistics, system utilities, component interfacing, and the
foundational bedrock of operating environments. This harmoniously transitions to the
hardware-software nexus, elucidating the seamless interplay between tangible devices and

intangible codes.

In juxtaposition, the right pillar illuminates the functional and governance viewpoints.
Initiating with grassroots educational strategies and transitioning through intelligence
frameworks and security protocols, this segment culminates in a broader governance
perspective. Herein, compliance benchmarks, certification routes, and regulatory constructs
are outlined, situating them within the broader trajectory of strategic planning and societal

integration.

The hallmark of this framework is its holistic approach to understanding cyberspace.
Eschewing the conventional layered view, it proposes an ecosystemic perspective,
characterised by diverse entities, stochastic interactions, and the persistent influence of

technical and socio-cultural determinants.
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5.4. Justification And Rationale

This research culminated by proposing an integrative conceptual model to enhance global
cyber maturity through coherent policymaking, cooperative implementation regulations, and
socio-technical integration. The architecture synthesises empirical insights from comparative
analysis of institutional cyber perspectives across public, private, and civil society sectors in

both developed and emerging economies.

Findings revealed (a) ineffective bureaucracy, (b) incompetent management, (c)
technical and process fragmentation, (d) capability asymmetries, and (e) lack of cooperation as
key barriers to improving maturity (Brooks, 1995). While progress has occurred in silos, an
interconnected global cyber ecosystem demands greater coherence across national

boundaries and competing interests (Checkland, 1988; Choucri, 2012; lISS, 2021).

As such, the proposed multi-level and multi-perspective model provides a unifying
taxonomy spanning core technical perspectives, functional perspectives, governance
perspectives, physical and virtualised infrastructure perspective, terminal and client side
perspective, education, professional or guild associations, and comprehensive definitions of

partaking and belonging within the construct of cyber domain (Chang & Grabosky, 2017).

In transcending traditional and limited purview of a technical environment, a military
domain, or cybersecurity function, this approach allows standardising foundational elements
while retaining flexibility for contextualising based on local political, economic, cultural, and
developmental priorities. The conceptual framework balances security, growth, rights, and
capabilities as interdependent goals requiring holistic advancement and practical planning and

roadmap phasing.

It must be disclaimed that it is not the goal to replace existing standards outright, to
assume superiority over the same matter; but rather, the objective is to expand, to scale, and to

be as inclusive as possible in terms of considerations and attributes along a path premised on
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continuous collective progress. This is not naivete, it is simply revealing the inherent global
nature of cyber, and as such must be regarded beyond the confines of national realist or

economic enterprise thought processes.

5.5. Potential Implications And Benefits

Critical dimensions will emergently emphasise (a) public-private and multi-stakeholder
partnerships as distinctions are unified; (b) transparency on threats and vulnerabilities as
analysis and response are liberated from siloed priorities; (c) interoperability mechanisms are
democratised and expanded as clearer abstraction layers and maturity aware strategies allow
for continuous progress (Kottemann & Konsynski, 1984) than top-down large-scale alignment
with technical and political hegemony monopolising acceptable progress; and (d) explicit
sharing contemporary and emerging good practices that promotes the most good sustainably,
rather than adherence to highly contextual best practices that may easily change at points in
time. For instance, the model may encourage regional cooperation platforms for coordinating
policy and combating cybercrime across borders as a supplement to global multilateralism.
Global certification schemes would help improve baseline maturity of small and medium

enterprises worldwide.

The conceptual architecture outlines potential initiatives to significantly improve access,
education, technology justice in the digital divide, and youth engagement across the global
south. Tools like specialised maturity assessments and incentives aim to motivate continuous
improvement fitting localised needs. Tailored training programs and relevant structured policy
exercises to aid capacity building in developing countries can be envisioned as sophistication
and global standards achievement in cybersecurity or military capability is not the primary goal
in and of itself but gradual and sustainable progress in cyber, digital, and literacy skills become

more paramount.

By proposing an integrative policy and implementation architecture, this research
contributes original recommendations and a roadmap tailored to incrementally cultivating cyber

maturity from the organisational to the global level. The model synthesises empirical insights on
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addressing systemic gaps hampering security, innovation, cooperation and digitally-inclusive

sustainable development worldwide.

5.6. Limitations And Challenges

This study navigated through several inherent limitations. Predominantly anchored in the United
Kingdom, international interactions were channelled exclusively via online platforms, which may
have nuanced the diversity of global insights and limited deeper meaning that may be gleaned
through more conversational methods. The 12-week time frame, though intense, curtailed the
breadth of exploration possible. The constraints in both coverage and capacity meant that
intricate cultural nuances, intricate political contexts tied to budgetary decisions, and extensive
longitudinal evaluations were not as comprehensively addressed. Moreover, the detailed
cross-disciplinary considerations of such vast domains may not have been fully captured due
to the temporal constraints. Operating on a self-funded model also introduced certain
resource-related challenges, potentially impacting the depth and expanse of the enquiries.

These factors highlight the avenues ripe for deeper investigation in subsequent studies.

5.7. Policy Recommendations

The interplay between cities and cyberspace offers a compelling analogy, a conduit to
elucidate the multilayered complexities of the evolving digital landscape and its impact on
business, political economy, and society. A careful examination of this relationship reveals
striking parallels in their physical, logical, virtual, and social structures, as well as the
emergence of governance mechanisms and institutional hierarchies that guide their

progression.

These commonalities serve as a valuable analytical lens to understand the far-reaching
consequences of cyber activities. Companies must navigate the rapidly evolving digital
landscape to remain agile and responsive to shifting market dynamics. Political actors must

grapple with the socioeconomic repercussions of the digital revolution, including the
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redistribution of wealth, income inequality, and social mobility. Policymakers, stakeholders, and
civil society must forge a collective vision to address the challenges and harness the

opportunities presented by the digital transformation.

The convergence of cities and cyberspace presents a multifaceted abstraction for
understanding the ripple effects of cyber activities across various domains. The
interdependencies and commonalities embedded in their evolution illuminate the intricate web
of factors shaping the digital age's trajectory. Navigating this intricate landscape requires a
holistic perspective that considers the interplay between the physical, virtual, and social
realms. The lessons drawn from the analogue between cities and cyberspace can inform
policies, strategies, and actions that foster a more inclusive, secure, and sustainable digital

future.

It is essential to consider that the implementation of these strategies and policies is
shaped by broader challenges such as bureaucracy, politics, corruption, budgetary constraints,

social unrest, economic turmoil, and environmental degradation.

5.8. Academic Contributions

By reframing our understanding of cyber, several pivotal outcomes can be realised: (a) it can
liberate unprecedented or stifled innovations and opportunities for differentiating strategies in
creative value across numerous sectors and ventures; (b) it can reshape the discourse on the
political economy of cyber, allowing us to move beyond traditional military domain delineation,
limited cyber security purview, and commercial network of electronic exchange (Caton &
Bartholomees, 2012); and (c) it can significantly broaden and variegate the horizon for policy
planning, governance institutionalisation, protocol establishment, operational design
management, product ideation and development, capability building, lifelong learning,

multi-sector innovation, and venture capital investment.

5.9. Suggestions For Further Research
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National cyber frameworks, spanning both public and private sectors, often escape systematic
comparative scrutiny (Hathway, 2013; 1ISS, 2021). Notably, the UK National Cyber Strategy
(HM Government, 2022a) underscores the urgency for integrated oversight across diverse
realms. A comprehensive exploration of international variances in governance structures, legal
landscapes, technological mechanisms, and security culture dynamics is paramount.
Neglecting this comprehensive perspective risks fragmented strategies and misses the

potential to learn vital lessons about resilience and partnership-building.

Existing scholarship frequently gravitates toward the mechanistic aspects of cyber
maturity, sidelining the intricate web of geopolitical forces, economic ties, and strategic
inclinations of state and non-state players (Carr, 2016; Savas & Karatas, 2022). Broadening the
analytical gaze to capture this multifaceted interplay could guide more cohesive, stable, and

inclusive digital futures.

Prominent tech corporations and globally influential states wield significant power in
shaping digital norms and infrastructure (KPMG, 2023). Yet, their overarching influence might
overshadow the essential needs of the developing regions (Porter, 1980; Porter, 1990). Coupled
with nationally siloed stances on technological governance, there emerges a pressing
requirement for a harmonised approach to fortify cyber security, bolster network resilience, and

counteract cyber espionage threats (Choucri, 2012; Choucri, 2015).

Beyond technical and geopolitical dimensions, the realm of cyberspace beckons
exploration of its deeper sociocultural layers. Themes encompassing ethics, privacy, and digital
rights demand attention. Comprehensive studies dissecting global predispositions, inherent
vulnerabilities, and biases woven into demographic fabrics are indispensable (Dunn Cavelty,
2013). This includes illuminating the existing power disequilibria and ensuring that global

dialogues are both equitable and diverse (Betz & Stevens, 2011; Gorwa, 2019).
While much of the prevailing literature anchors itself in institutional narratives, there's a
palpable shift toward evaluative approaches steeped in critical theory. Such perspectives

unearth concealed power dynamics and disparities (Nye, 2011) lurking within mainstream
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maturity frameworks (Savas & Karatas, 2022; Zachman, 1987). It prompts us to question if
current cyber strategies genuinely resonate with their proclaimed ideals or skew towards a
paradigm emphasising control and surveillance, often at personal freedom's expense (Castell,

2010).

In reflecting on our exploration into the realms of cyber and cyberspace, we recognise
the vast landscape yet to be charted. Our study has anchored its focus on certain dimensions,
but the breadth of cyberspace intersects various territories—be it the uncharted waters of new
technological frontiers like quantum computing, or the societal undercurrents influenced by
digital norms (Kissinger et al., 2021). Opportunities abound in comparative analysis,
longitudinal tracking, and policy evaluation. There's also a call to decode the economic cost of
cyber incidents and to gauge the pulse of public perception. By venturing into these diverse
terrains, future research endeavours can sculpt a more robust, comprehensive map of the

digital realm, enriching our strategies and illuminating our path forward in the cyber reality.
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8. Annex

8.1 List Of Abbreviations

ACD Active Cyber Defence

Al Artificial Intelligence

APT Advanced Persistent Threat

BEIS Department for Business, Energy & Industrial Strategy

BYOD Bring Your Own Device

CAF Cyber Assessment Framework

CBO Congressional Budget Office

CBRN Chemical, Biological, Radiological and Nuclear

CERN European Centre for Nuclear Research / Conseil Européen pour la

Recherche Nucléaire

CIA Central Intelligence Agency

CISO Chief Information Security Officer

CJEF Combined Joint Expeditionary Force

CK Crypt-Key

CNI Critical National Infrastructure

Cco Cabinet Office

COBR Cabinet Office Briefing Rooms

CPTPP Comprehensive and Progressive Agreement for Trans-Pacific
Partnership

CPS Cyber-physical system

CNI Critical national infrastructure

(0] Cyberspace

CT Counter-terrorism

CTOC Counter Terrorism Operations Centre



CyBOK
DARPA
DCMS
DDaT
DDoS
DNS
DSTL
EU
FCAS
FCDO
FPDA
FSCCC
GAO
GC
GCASE
GCCC
GCHQ
GDPR
GFCE
GPS
HBC
HO
IAEA
ICANN
ICS

ICT

Cyber Security Body of Knowledge

US Defence Advanced Research Projects Agency
Department for Digital, Culture, Media & Sport
Digital, Data and Tehnology

Distributed Denial of Service

Domain Name System

Defence Science and Technology Laboratory
European Union

Future combat air system

Foreign, Commonwealth & Development Office
Five Power Defence Arrangements

Financial Sector Cyber Collaboration Centre
Government Accountability Office (US government auditors)
General Cyberspace

Government Cyber Adversary Simulation Exercise
Government Cyber Coordination Centre
Government Communications Headquarters
General Data Protection Regulation

Global Forum on Cyber Expertise

Global Positioning System

Host Based Capability

Home Office

International Atomic Energy Agency

Internet Corporation for Assigned Names and Numbers
Industrial Control Systems

Information and communications technology
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JFCyG
ML
MoD
NATO
NCA
NCF
NCSC
NCSP
NCSS
NECC
NIS
NIST
NOCP
NSC
NSRA
ODA
OECD
OSCE
oT
PaaS
Pl
RAF

R&D

Internet of Things

Internet Protocol

Information Technology

Joint Forces Cyber Group

Machine Learning

UK Ministry of Defence

North Atlantic Treaty Organisation

National Crime Agency

National Cyber Force
National Cyber Security Centre

National Cyber Security Programme

National Cyber Security Strategy

National Economic Crime Centre

Network and Information Systems

National Institute of Standards and Technology
National Offensive Cyber Programme

National Security Council

National Security Risk Assessment

Official Development Assistance

Organisation for Economic Co-operation and Development
Organisation for Security and Co-operation in Europe
Operational Technology

Platform as a Service

Personally Identifiable Information

Royal Air Force

Research and Development
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SaaS

SCADA

SDGs

SIEM

SIS

SNS

SOC

SSH

S&T

TLS

UN

Software as a Service

Supervisory Control and Data Acquisition
Sustainable Development Goals

Security Information and Event Management
Secret Intelligene Service - also known as MI6
Social Network Services

Security Operations Centre

Secure Shell

Science and Technology

Transport Layer Security

United Nations
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