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Required under GDPR, ePrivacy Directive, and UK PECR. This document serves two
i | purposes: (1) the public-facing Cookie Policy page, and (2) the technical specification for the
developer implementing the cookie consent banner on all SableAssent web platforms.
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PART A: Cookie Policy (User-Facing)

1. What Are Cookies

Cookies are small text files stored on your device when you visit a website. We use cookies and similar
technologies (local storage, session storage, pixels) to make our platforms work correctly and to
improve your experience.

2. Cookie Categories We Use

Category Consent What It Does Examples
Required

Strictly Necessary No (exempt) Authentication, session security, Session token, CSRF token,
payment processing, KYC flow Stripe session

Functional Yes Remember your preferences, privy_session, theme_pref
language, login provider

Analytics Yes Understand how users navigate our Google Analytics (if used),
platform (anonymised) Base44 analytics

Marketing Yes Personalised communications (opt-in | MailerLite pixel (if used)
only)

3. How to Manage Cookies

» Use the Cookie Preferences panel (link in site footer) to withdraw or adjust consent at any time
* Browser settings: most browsers allow you to block or delete cookies
» Strictly necessary cookies cannot be disabled without breaking platform functionality

Cookie preferences: cookies@sableassent.net

PART B: Banner Implementation Specification (Developer)

This section is addressed to the developer implementing the consent banner. All three
SableAssent web apps must implement this banner: sac1gov.com, ourfrontdeskai.com,
sableassent.com. The banner must appear on first visit BEFORE any non-essential cookies
are set.

Banner Requirements — Legal Minimum

« Banner must appear on first visit to any page on the domain

* No non-essential cookies may be set BEFORE consent is given

e Banner must offer at minimum: Accept All / Reject All / Manage Preferences
* Pre-ticked checkboxes for non-essential cookies are ILLEGAL under GDPR
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+ Consent must be as easy to withdraw as it was to give
* Consent must be stored and timestamped — auditable on request
* Banner must link to this Cookie Policy page

Recommended Implementation — Cookie Script (Free Tier)

Recommended vendor: CookieYes or Cookiebot (both GDPR-certified, free tier available for small
sites). Alternatively, implement with a lightweight custom component.

Option A — CookieYes (Fastest Implementation)

1. Sign up at cookieyes.com — free for up to 10,000 monthly sessions

2. Add the CookieYes script tag to the <head> of every page

3. Configure categories in CookieYes dashboard to match the table in Part A

4. Set the banner colors to match SableAssent branding (#1B2A4A navy, #C8A84A gold)
5. Test: clear cookies, reload — banner must appear before any analytics fires

Option B — Custom React/Base44 Implementation
If building a custom banner, it must implement the following logic:

* On load: check localStorage for consent_given timestamp

* If no consent record: render cookie banner, block all non-essential scripts

* Accept All: set consent_given timestamp, allow all scripts, close banner

* Reject All: set consent_rejected timestamp, block all non-essential scripts

* Manage Preferences: show per-category toggles (functional, analytics, marketing)
» Save preferences per category with timestamp to localStorage and backend

* Render a persistent cookie icon/link in footer for re-accessing preferences

Required Banner Text
Headline We use cookies to improve your experience

Body text We use essential cookies to make our site work. With your consent, we also use
analytics and functional cookies to improve performance and personalise your
experience. See our Cookie Policy for details.

Accept button text Accept All Cookies
Reject button text Reject Non-Essential
Manage button text Cookie Preferences
Policy link text Cookie Policy
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