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1. Executive Summary

Overview of the investigation, key findings, and threat assessment.

Threat Level: CRITICAL

A phishing email attributed to the ShinyHunters cybercriminal group was intercepted in the target mailbox's spam
folder. The email originated from a compromised JCOM (Japan) ISP account and employed social engineering
tactics consistent with documented ShinyHunters tradecraft. ShinyHunters is responsible for breaching 60+

organisations and exfiltrating billions of records since 2019.

Subject Email

FROM ShinyHunters <rqonw®ftcct.zag.ne.jp>
TO theoriginalmazza@googlemail.com
SUBJECT Information about your online security
GMAIL ID 19e40eabe25dbab3
GMAIL LABELS UNREAD, CATEGORY_PERSONAL, SPAM
STATUS Intercepted by Gmail spam filter. Email permanently purged during inbox cleanup
operation.
Key Findings

« Threat actor identified: ShinyHunters (aka ShinyCorp) — a globally active cybercriminal group responsible for data
breaches affecting AT&T (1L 10M customers), Ticketmaster (560M records), Banco Santander (30M customers), and
60+ other organisations.

« Sending infrastructure: The email was sent via a compromised account on JCOM Co., Ltd. (Japan’s largest cable
ISP), using the tcct.zag.ne. jp regional subdomain. The domain has 18+ registered abuse complaints on
Spam.org.

« Attack vector: Social engineering phishing — using the ShinyHunters name as a fear amplification tactic combined
with a “security alert” subject line to induce click-through to a credential harvesting page.

« Recipient exposure: The farget email address likely appears in one or more previously leaked databases. The email
was correctly classified as spam by Gmail, indicating no credentials were compromised.

» Law enforcement context: 10+ ShinyHunters members have been arrested globally (France, Morocco, Canada,
Turkey, USA) since 2022. The group’s core leadership remains active as of May 2026.
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2. Threat Actor Profile

Comprehensive profile of the ShinyHunters cybercriminal group.

NAME ShinyHunters (also: ShinyCorp)

TYPE Black-hat cybercriminal & extortion group
ACTIVE SINCE 2019

ORIGIN Primarily French nationals; global membership

MANDIANT TRACKING UNC5537/UNC6661/UNC6671/UNC6240

ALSO KNOWN AS Scattered Spider (overlap), Scattered Lapsus$ Hunters
PLATFORM Operated BreachForums (v2 & v4) — the internet’s largest stolen data marketplace
STATUS ACTIVE — leadership operational despite multiple arrests

Motivation & Objectives
ShinyHunters operates as a financially motivated cybercriminal syndicate. Their primary objectives are:

« Data theft & sale: Exfiltrating customer databases and selling them on dark web marketplaces (BreachForums,
Telegram). The Ticketmaster dataset was offered for $500,000 USD.

o Extortion: Demanding ransom payments from breached organisations under threat of data publication. AT&T paid
$370,000; Telus was demanded $65 million.

« Credential harvesting: Mass phishing campaigns to build credential databases for future attacks — the likely
purpose of the email received by the target.

Capabilities Assessment

ShinyHunters is classified as a Tier 1 threat actor by multiple intelligence agencies. Their capabilities include
cloud infrastructure exploitation, zero-day development, voice phishing (vishing), supply chain compromise, and
advanced social engineering. They have successfully penetrated Fortune 500 companies, government institutions

(EU Commission), and even cybersecurity firms (Aura).
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3. Known Members & Law Enforcement Actions

Identified individuals, their roles, aliases, and current legal status.

INDIVIDUAL

ALIAS(ES)

NATION.

STATUS & CHARGES

Sébastien Raoult

Kai West

Connor Riley Moucka

John Erin Binns

Matthew D. Lane

4 x French nationals

Conor Brian Fitzpatrick

the organisation.

Sezyo Kaizen

IntelBroker

Waifu,
Judische,
Ellyel8,
Catist

IRDev,

IntelSecrets

[Undisclosed]

ShinyHunters,

Hollow, Noct,
Depressed

Pompompurin

French

British

Canadian

American

American

French

American

— 3 years US federal prison + $5M

restitution (Jan 2024). Arrested in Morocco (2022),
extradited to US (Jan 2023). 9-count indictment:
conspiracy, wire fraud, identity theft. DOJ Western District of
Washington.

— Feb 2025 by French police (BL2C).
Indicted by US DOJ (SDNY). Ran BreachForums Aug
2024—Jan 2025. Alleged $25M+ in damages across 40+
victims.

— Oct 2024 in Kitchener, Ontario. 20

federal charges: conspiracy, computer fraud, extortion,
identity theft. Consented to US extradition (Mar 2025). Key
operator in the Snowflake campaign.

— May 2024 in Turkey. Pending extradition
to US. Also linked to the 2021 T-Mobile breach. 12-count
indictment for unauthorized computer access.

— Jun 2025. 19-year-old

Massachusetts student. Hacked PowerSchool education
platform using ShinyHunters methods. District of
Massachusetts.

— Jun 2025. Coordinated operation by
BL2C (French Cybercrime Unit) across Hauts-de-Seine,

Seine-Maritime, and Réunion. Part of the BreachForums
takedown.

— Founded BreachForums (2022).

Arrested Mar 2023 in Peekskill, NY. Pled guilty to access
device fraud + child pornography possession. 20 years
supervised release. ShinyHunters took over the forum after
his arrest.

Critical note: Despite 10+ arrests across 5 countries, ShinyHunters’ core leadership remains active and
operational. The group conducted major breaches against Rockstar Games, Aura, Telus, and the European

Commission in 2026 — after most arrests took place. The arrests have degraded but not dismantled
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4. Confirmed Data Breach Timeline

Documented breaches attributed to ShinyHunters, 2020—2026. This list is not exhaustive.



YEAR TARGET RECORDS / DATA DETAILS
2020 Tokopedia Q1M users Indonesian e-commerce platform. Usernames, emails, phone
numbers, hashed passwords.
2020 Microsoft 500 GB source Private GitHub account compromise. Source code exfiltrated.
code
2020 Mathway 25M users Education app. Student data compromised.
2020 Wishbone Full user DB Social media app. Usernames, emails, phone numbers,
locations.
2021 AT&T Wireless (1st) 70M subscribers Phone numbers, personal info, Social Security numbers. Sold
on dark web.
2021 Nitro PDF 77M records Full database leaked on hacker forum for free.
2021 Bonobos 7M+ customers Cloud backup compromised. Addresses, phone numbers,
partial credit cards.
2024 AT&T Wireless (2nd) 110M customers Call/text metadata for nearly all US customers. AT&T paid
$370K ransom. Via Snowflake.
2024 Ticketmaster / Live Nation 560M records (1.3  Customer PII. Listed on BreachForums for $500,000.
TB)
2024 Banco Santander 30M customers Staff and customer data across Spain, Chile, Uruguay.
2024 Snowflake Campaign 160+ companies Mass exploitation of Snowflake cloud instances via stolen
credentials. Targets incl. LendingTree, Neiman Marcus,
Advance Auto Parts, Bausch Health.
2025 Qantas Airways 5.7M customers Australian airline. Initially misattributed to Scattered Spider.
2025 Mixpanel (supply chain) Multiple firms Breach via SMS phishing. Affected OpenAl, CoinTracker,
PornHub.
2025 PornHub 200M+ records (94  Premium user activity data. Historical analytics from Mixpanel.
GB)
2026 Guceci / Kering 43M+ records Also Balenciaga, Brioni, Alexander McQueen via same
campaign.
2026 Aura Q00K records Ironic: breaching a cybersecurity/antivirus company. Names,
addresses, phones, emails.
2026 Telus Corporation 1 petabyte $65M ransom demanded. PII, call data, FBI background
checks, Salesforce data, source code.
2026 European Commission 350 GB PIl, email comms, sensitive docs. Data from 42 internal clients
and 29 EU entities.
2026 Rockstar Games 80M records GTA Online / Red Dead Online analytics and business metrics.

Via Anodot - Snowflake.
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5. Tactics, Techniques & Procedures (TTPs)

Documented attack methodologies, mapped to the MITRE ATT&CK framework where applicable.

Phase 1 — Initial Access

TECHNIQUE MITRE ID DESCRIPTION

Phishing emails T1566.001 Social engineering emails with malicious links to credential harvesting pages.
Impersonation of known threat actors (e.g., using “ShinyHunters” in From
field) as fear amplification.

Voice phishing (vishing) T1566.004 Calling employees posing as IT staff, claiming MFA updates required.
Directing to branded credential harvesting sites. Documented by Mandiant
in Jan—Feb 2026.

Infostealer malware T1555 Deployment of credential-stealing malware to harvest usernames and
passwords from victim endpoints. Key vector in the Snowflake campaign.

Credential stuffing T1110.004 Using previously leaked credential databases to access accounts on other

platforms. Exploiting password reuse across services.

Phase 2 — Persistence & Lateral Movement

TECHNIQUE MITRE ID DESCRIPTION

Cloud exploitation T1078.004 Using stolen credentials to access Snowflake, Okta, and SaaS environments
lacking MFA protection. Session token generation for persistent access.

Supply chain compromise T1195.002 Compromising third-party services (Mixpanel, Anodot) to access
downstream targets. Analytics providers as pivot points.

OAuth token theft T1528 Stealing OAuth tokens via integration companies to gain persistent API
access without re-authentication.

GitHub repository probing T1213.003 Scanning code repositories for hardcoded API keys, database credentials,

and configuration secrets.



Phase 3 — Exfiltration & Monetisation

TECHNIQUE MITRE ID DESCRIPTION

Data exfiltration T1567 Mass download of customer databases, source code, and internal
documents from compromised cloud environments.

Extortion T1657 Private ransom demands via email with 72-hour deadlines. Partial data leaks
as proof. Escalation to public Telegram threats.

Dark web sales T1565.001 Listing stolen databases on BreachForums and other marketplaces.

Ticketmaster: $500K. Individual datasets sold to highest bidder.
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6. Sending Infrastructure Analysis

Technical deep-dive into the email’s origin infrastructure, domain ownership, and mail server topology.

6.1 Domain: zag.ne.jp

DOMAIN

SERVICE NAME

ORGANISATION

PARENT

HQ ADDRESS

PHONE

REGISTERED

REGISTRAR

STATUS

JPNIC HANDLE

NAME SERVERS

zaq.ne.jp

ZAQ INTERNET

JCOM Co., Ltd. (formerly Jupiter Telecommunications)

KDDI Corporation (via JCOM — Japan’s largest cable TV and internet provider)
1-2-1 Kamiogi, Suginami-ku, Tokyo, Japan 167-0043

+81-3-6365-8000

21 August 1998 (JPRS registry)

JPRS (Japan Registry Services)

Connected (valid until 31 August 2026)

M025763JP

dns0@1.zaq.ne.jp, dns02.zaq.ne.jp, ns1.home.ne.jp, ns2.home.ne.jp

6.2 Subdomain: tcct.zaqg.ne.jp

The tcct prefix is a JCOM regional subdomain corresponding to a specific cable service area within Japan. JCOM
uses geographic subdomain prefixes to segment their customer base. Known email addresses associated with
tcct.zaqg.ne.jp include residential subscriber accounts (e.g., bpaoo516@tcct.zaq.ne. jp, kiwi-

house@tcct.zaq.ne.jp).

The sender address rqonw@tcct.zaq.ne. jp uses a 5-character randomly generated username — inconsistent with
legitimate JCOM subscriber naming conventions, which typically follow alphanumeric patterns with regional prefixes.

This strongly indicates the account was either:

« Created programmatically using automated registration
« A legitimate account compromised via credential stuffing and repurposed for phishing

» Spoofed using inadequate SPF enforcement on the domain



6.3 Network Infrastructure

ASN
IPV4 ADDRESSES

MAIL SERVERS (MX)

OUTBOUND MTAS

SPF RECORD

ABUSE CONTACT

REGISTRY ABUSE

AS9824 — JCOM Co., Ltd.
4,745,216 allocated

mgw1.mx.zaq.ne.jp (175.135.253.69), mgw2.mx.zaq.ne.jp
(175.135.254.195)

mta-sp-w03.jcom.zaq.ne.jp (222.227.81.179), mta-sp-
e03.jcom.zaq.ne.jp (222.227.81.163), mta-sp-e04.jcom.zaq.ne.jp
(222.227.81.164), mta-sp-e06.jcom.zaq.ne.jp (222.227.81.166), mta-
or-e02.jcom.zaq.ne.jp (175.135.252.10)

36 authorised sending subnets (220.152.44.0/22, 220.152.48.0/25,
211.124.254.0/24, 35.72.25.0/24 and 32 others)

abuse@jupiter.jcom.co.jp

hostmaster@nic.ad.jp (JPNIC)
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7. Abuse History & Domain Reputation

Documented abuse complaints against the sending infrastructure.

7.1 Spam.org Registered Complaints (zag.ne.jp)

As of the date of this report, 18+ formal abuse complaints have been filed against the zaqg.ne. jp domain on
Spam.org. Multiple complaints specifically cite phishing emails originating from compromised JCOM subscriber

accounts. Examples:

COMPLAINT ID DATE SENDER NATURE

C-ZAQ-NE-JP- Jul 2024 leon.schneider Phishing email impersonating Commerzbank (German
CXEG7ZJAZS @jcom.zaq.ne.jp bank). Link to ow.ly redirect.

C-ZAQ-NE-JP- Dec 2024 protaxsd9ok31d9 Phishing email. Random-string username. Linked to
SHX8FSSA08 @jcom.zaqg.ne.jp oeamtc.at domain.

C-ZAQ-NE-JP- Oct 2024 sanarin Phishing from occn regional subdomain.
CCR9ZZLY8K @occn.zaqg.ne.jp

C-ZAQ-NE-JP- Nov 2024 [undisclosed] Phishing email from MTA IP 175.135.252.10.
ESRPPLFGQV

C-ZAQ-NE-JP- Dec 2024 protaxsd9ok31d9 Repeat offender. Same random-string account.
DXF6TX8TOH @jcom.zaq.ne.jp

Pattern identified: The use of randomly generated usernames (rqonw, protaxsd9ok31d9) across different JCOM
regional subdomains (tcct, occn, jcom) indicates a systematic campaign exploiting JCOM’s email

infrastructure rather than isolated incidents. The phishing email received by the target follows this exact pattern.

7.2 SPF Enforcement Gap

Multiple Spam.org reports note that sender IPs were “NOT allowed to send emails on behalf of @zaq.ne.jp” per SPF

validation. This means the emails either:

» Were sent from compromised accounts via JCOM’s legitimate outbound MTAs (passing SPF but using stolen
credentials)

» Were sent from outside the authorised IP ranges with spoofed From headers (failing SPF but reaching mailboxes that

don’t enforce strict rejection)

Gmail’'s spam classification of the ShinyHunters email suggests the SPF/DKIM/DMARC checks flagged anomalies,

contributing to the spam verdict.



8. Indicators of Compromise (I0OCs)

Technical indicators extracted from the investigation for threat hunting and blocklisting.

INDICATOR TYPE CONTEXT

rqonw@tcct.zaq.ne.jp Email Sender address of the ShinyHunters phishing email
tcct.zaqg.ne.jp Domain JCOM regional subdomain used as sending origin
zaq.ne.jp Domain Parent domain — JCOM ISP with 18+ abuse complaints
222.227.81.163 IPv4 JCOM outbound MTA (mta-sp-e03.jcom.zaq.ne.jp)
222.227.81.164 IPv4 JCOM outbound MTA (mta-sp-e04.jcom.zaqg.ne.jp)
222.227.81.166 IPv4 JCOM outbound MTA (mta-sp-e06.jcom.zag.ne.jp)
222.227.81.179 IPv4 JCOM outbound MTA (mta-sp-w03.jcom.zag.ne.jp)
175.135.252.10 IPv4 JCOM outbound MTA (mta-or-e02.jcom.zag.ne.jp)
AS9824 ASN JCOM Co., Ltd. autonomous system
19e40eabe25dbab3 Gmail ID Internal Gmail message identifier for the phishing email
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9. Risk Assessment

Evaluation of risk to the target individual and associated infrastructure.

9.1 Attack Assessment

ATTACK TYPE Credential harvesting phishing via social engineering
THREAT LEVEL WAl NE — due to the actor’s confirmed capability and active status
COMPROMISE No evidence of credential compromise. Email was intercepted by Gmail spam filter. No

links were clicked (email was in spam folder, unread).

TARGETING Likely opportunistic (mass phishing campaign) rather than specifically targeted. However,
the target’s email address appearing in attacker distribution lists warrants monitoring.

9.2 Probable Attack Chain (Reconstructed)

Based on the email artefacts and ShinyHunters’ documented TTPs, the intended attack chain was:

1. Delivery: Phishing email sent from compromised JCOM account. Subject line “Information about your online
security” designed to create urgency. “ShinyHunters” in the From field as a fear amplifier.

2. Click-through: Email body would contain a link to a credential harvesting page — likely a cloned login page for a
popular service (Google, Microsoft, or a financial platform).

3. Credential capture: Victim enters username and password on the fake page. Credentials exfiltrated to attacker-
controlled infrastructure.

4. Account takeover: Stolen credentials tested across multiple platforms (credential stuffing). High-value accounts
(cloud storage, email, financial) prioritised.

5. Exploitation: Depending on access gained — data exfiltration, further phishing from the compromised account, or
ransom demands.

9.3 Email Exposure Assessment

The target email address theoriginalmazza@googlemail.com is present in attacker distribution lists. This indicates the

address has been harvested from one or more of the following sources:

« Previously breached databases (available on BreachForums and other marketplaces)
o Public-facing registrations (social media, forums, e-commerce)

« Scraped from websites or public records



10. Recommendations

Immediate Actions

PRIORITY ACTION DETAIL

H
-

Credential audit Change passwords for all accounts associated with this email. Use
unique, randomly generated passwords via a password manager.

P1 Enable MFA everywhere Hardware security keys (FIDO2/WebAuthn) preferred. TOTP as
minimum. SMS-based 2FA is vulnerable to SIM swapping — a known
ShinyHunters technique.

P1 Google Advanced Protection Enrol in Google’'s Advanced Protection Program for the target Gmail
account. Requires hardware security key.

P2 Breach exposure check Run email through haveibeenpwned.com to identify which breached
databases contain this address.

P2 Domain blocklist Add zaqg.ne. jp, tcct.zaq.ne. jp to email blocklist/filter rules.

P2 Cloud access review Audit all SaaS and cloud service accounts for MFA status, active
sessions, and connected third-party integrations.

Ongoing Monitoring

« Monitor for unusual login attempts across all associated accounts for 90 days minimum
» Set up Google account security alerts for unrecognised device sign-ins
« Subscribe to haveibeenpwned.com notifications for future breach exposure

» Review bank and financial statements for any unauthorised activity

Reporting

If evidence of credential compromise or further targeting is discovered, this report — along with the IOCs in Section 8

— can be submitted to:

» UK: Action Fraud (actionfraud.police.uk) — reference this case number

» US: FBI IC3 (ic3.gov) — particularly relevant given active DOJ prosecutions

» Japan: JCOM abuse desk (abuse@jupiter.jcom.co. jp) and JPNIC (hostmaster@nic.ad.jp)
« EU: Europol EC3 via national CERT
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Appendix A: Sources & Methodology

Open-source intelligence (OSINT) sources consulted during this investigation.

Primary Sources

SOURCE

REFERENCE

US Department of Justice

Mandiant / Google Threat

Intelligence

Sophos

Chainalysis

CyberScoop
TechCrunch
DataBreaches.net
BleepingComputer

Wikipedia

USAO-WDWA press releases: Sébastien Raoult sentencing (Jan 2024), ShinyHunters
indictment (Jun 2021). SDNY: Kai West indictment (Jun 2025).

UNC5537/UNC6661/UNC6671/UNC6240 tracking. ShinyHunters vishing campaign
analysis (Feb 2026). Snowflake breach investigation (2024).

“Taking the shine off BreachForums” (Jun 2025). BreachForums v2/v4 timeline and
arrest details.

“Following the Bitcoin Trail: The IntelBroker Takedown” (Jul 2025). Blockchain analysis
linking crypto wallets to real identities.

Connor Moucka extradition reporting (Mar 2025).

BreachForums arrest confirmations (Jun 2025).

ShinyHunters French arrest details (Jun 2025). BL2C investigation reporting.
PornHub/Mixpanel extortion reporting (Dec 2025).

ShinyHunters article — comprehensive breach fimeline with citations.

Spam.org Abuse complaint database. 18+ complaints for zag.ne.jp domain. Individual complaint IDs
cited in Section 7.1.

WHOIS / JPRS Registry Domain registration data for zag.ne.jp and home.ne.jp via whois.com / JPRS.

IPinfo.io / NetworksDB AS9824 allocation data, JCOM IP ranges, abuse contact information.

Skyhigh Security Ticketmaster breach analysis and ShinyHunters TTP documentation (Jul 2024).

Cybersecurity Dive ShinyHunters Okta SSO campaign escalation (Feb 2026).

Methodology
This investigation followed a three-stage approach:

1. Stage 1 — Email Artefact Analysis: Extraction and preservation of email metadata from the Gmail API, including
message ID, sender, subject, labels, and classification. The original email had been permanently purged during a prior
spam cleanup operation; metadata was recovered from a preserved scan record.

2. Stage 2 — Infrastructure Reconnaissance: WHOIS lookups, DNS record analysis, ASN enumeration, and mail
server topology mapping for the sending domain. Cross-referencing against Spam.org abuse database and IP
reputation services. Identification of SPF enforcement gaps and compromised account patterns.



3. Stage 3 — Threat Actor Profiling: OSINT research across law enforcement press releases, threat intelligence
reports, cybersecurity journalism, and dark web marketplace analysis. Construction of member identity matrix, breach
timeline, and TTP mapping.

Limitations

« The original email body and full headers were not available for analysis (email permanently deleted prior to
investigation). Findings are based on preserved metadata and sender infrastructure analysis.

* DNS lookups were performed via web-based tools due to sandbox network restrictions. Results may not reflect real-
time DNS propagation state.

« Attribution of the specific email to ShinyHunters core leadership vs. affiliated actors or impersonators cannot be
confirmed without access to the email body and embedded link infrastructure.

PREPARED BY
Secure Foresight Labs — Threat Intelligence Division
23 May 2026 - SFL-TI-2026-0001 - Classification: TLP:AMBER
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