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This guide is written for security and GRC practitioners, CISOs, and compliance leads who conduct or oversee risk
assessments. It draws on patterns observed across hundreds of assessments and is intended to help
organizations move from checkbox-style compliance toward risk scoring that actually reflects exposure.

The methodology described here — structured scoring across Likelihood, Impact, and Exposure — is the foundation

of NORA’s guided assessment platform. But the principles apply regardless of the tool you use.
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The Problem with Risk
Assessments Today

Three structural failures that make most assessments produce documents rather than insights.

Risk assessments have a credibility problem. Not because organizations aren’t doing them — most are. The problem is
that the majority of assessments are designed to produce a passing score, not to surface actual risk. The result is a
document that satisfies a compliance requirement but leaves the organization with no clearer picture of its actual
exposure than it had before.

Three structural failures drive this pattern:

n Self-Reported Answers Without Verification

When an asset owner says “yes, we have that control,” most assessments record the answer and move
on. No follow-up. No evidence request. No check on whether the control is actually functioning. This
means the assessment measures what people believe to be true, not what is demonstrably true.

The gap between “we have a policy” and “that policy is enforced and tested” is often where breaches live.

Scores That Exist But Can’t Be Explained

Risk scores mean nothing if the people who produced them can't explain them in plain language. When a
CISO can't articulate to a board why an asset is rated High instead of Medium — what specifically drove
that score and what would change it — the score is decorative, not actionable.

A score without a narrative is a number without meaning. Boards need both.

a Assessments Built for Auditors, Not for Action

The standard risk assessment process was designed to produce evidence for auditors. It was never
designed to help an organization understand and prioritize its actual risk. When the goal is “pass the
audit,” the assessment optimizes for completeness of documentation — not accuracy of findings.

You can have a fully documented, fully signed-off risk assessment and still have no idea which of your assets is
most likely to be compromised next quarter.

“Most risk assessments are built to produce a document, not surface arisk. The irony is that

organizations often walk away from a completed assessment with less clarity than they started
with — because the process gave them false confidence.”
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Why the Questions
Are Wrong

The questions most assessments ask are the wrong unit of measure. They test knowledge, not reality.

Standard risk questionnaires ask whether controls exist. The right questions ask whether controls work. That distinction
sounds subtle. The outcomes are radically different.

When you ask “do you have an incident response plan,” an asset owner who wrote one three years ago and filed it
away will answer yes. So will the asset owner who drills it quarterly with named contacts and documented runbooks.
The question doesn’t discriminate between them — but the risk posture between those two organizations is not the

same.

‘Do you have an incident response plan?” “If a breach occurred tonight, who calls whom first — and do
they know that?"

‘Is your data backed up regularly?” "When did you last confirm a backup actually restored
successfully, and who verified it?"

‘Do employees receive security awareness training?" “Can your staff recognize a phishing attempt — and has
anyone tested that in the last 90 days?”

"Are your systems patched on a regular schedule?” "Which systems are behind on patches right now, and who
specifically owns fixing them?”

‘Do you have access controls in place?” "When did you last audit who has admin access — and were

there accounts that shouldn't have been there?"

Traditional questions measure stated policy. Better questions measure operational reality. The gap between those two
measurements is the gap between your documented risk posture and your actual one.

This is not a failure of the people answering the questions. Most asset owners answer honestly. The problem is that a
checkbox question about whether something exists cannot capture the fidelity needed to score real risk. You need to
know not just whether a control exists, but whether someone can describe exactly how it works, who owns it, and when
it was last validated.

That answer — the uncertain, qualified, sometimes “I'm not actually sure” answer — is the most valuable data point in a
risk assessment. It is almost never captured.
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The Translation Gap

Asset owners speak business. Auditors speak compliance. Risk assessments need to translate between them — not
pick a side.

One of the most persistent failures in risk assessment is what practitioners call the translation gap: the space between
how an asset owner describes their environment and how an auditor needs that information documented. Most
assessments force the asset owner to answer in auditor language, which produces either confusion or false precision.

The right approach is the reverse: let asset owners answer in their own words, then translate those answers into
structured, audit-ready output. Here is what that translation looks like in practice:

ASSET OWNER SAYS NORA SCORES IT AUDIT LANGUAGE
L:4 I:5
“We've never been breached.” “Inadequate detective controls. No evidence of active
— Network Asset Owner E: Critical monitoring or incident detection capability.”

High Uncertainty

- ke “Undefined asset ownership creates accountability
E: High gaps and single-point-of-failure risk in the event of IT

unavailability.”

“IT handles all that for us.”

— Application Owner

Undefined Ownership

L:2 I:5 pari ;
“We have a firewall and antivirus.” Perimeter controls present. No evidence of layered

defense-in-depth or internal network segmentation
strategy.”

— Infrastructure Owner E: Medium

Controls Present

WHY THIS MATTERS

The translation gap is where compliance language and business reality diverge. An asset owner who “has a firewall”
believes they are protected. An auditor who sees “perimeter controls present, no layered defense” knows the exposure
profile is still significant. Without translation, both parties leave the assessment with different — and conflicting —
understandings of the risk.
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Three-Dimensional Scoring

Traditional risk scores compress everything into two variables. Real exposure requires three.

The standard risk formula — Likelihood x Impact — has been the industry default for decades. It produces a score that is
easy to calculate and easy to challenge, because it treats every assessment as equally reliable. It doesn’t distinguish
between an asset owner who answered with confidence and evidence, and one who answered with guesses. And it
ignores a third critical variable: how exposed the asset actually is.

Risk Score = Likelihood x Impact x

Exposure

Likelihood — probability a threat materializes based on current conditions - Impact — severity of consequences if it does -

Exposure — breadth and accessibility of the attack surface for this asset

DIMENSION 2 DIMENSION 3
Likelihood Impact Exposure
How probable is it that a threat will How severe would the How broadly is this asset exposed?
materialize given the current consequences be — operationally, This captures attack surface,
environment, controls, and threat financially, legally, and accessibility, network position, and
landscape? reputationally — if a threat whether sensitive data or critical
materialized? systems are reachable.
1— Remote 5 — Likely
1— Minimal 5 — Critical Low — Verified High — Assumed

Why the Third Dimension Changes Everything

INTERNAL SYSTEM — LOW EXPOSURE CUSTOMER-FACING SYSTEM — HIGH EXPOSURE

An asset owner whose systems are internally hosted, An asset owner running a customer-facing application with
segmented, with limited external access. Exposure is low. The  broad internet access, multiple integrations, and no network
score reflects a constrained attack surface despite segmentation. Same potential impact — but much higher
potentially high impact. exposure. The score reflects the real attack surface.

The formula’s insight is this: Exposure is hot redundant with Impact. A system can have catastrophic potential impact
but low exposure — it's airgapped, internally hosted, not internet-facing. Another system with moderate impact may
have very high exposure because it's customer-facing, broadly accessible, and under-monitored. Two-dimensional
scoring treats them the same. Three-dimensional scoring doesn't.
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Uncertainty as a Finding

"Controls exist” and “controls confirmed” are not the same statement. Most assessments treat them as if they are.

A standard compliance checklist has two states: yes or no. Either you have the control or you don't. This binary treats
every “yes” as equivalent — the “yes, | know because we test it monthly” and the “yes, | believe so” carry the same
weight in the final score. That is a fundamental modeling error.

Consider these two organizations, both answering the same assessment question about multi-factor authentication:

SCENARIO A — CONTROLS CONFIRMED SCENARIO B — CONTROLS ASSUMED

“We enabled MFA across all systems last year using “We enabled MFA last year. | don't know if it's being
Okta. Our IT team audits enforcement monthly. Last enforced consistently — IT manages that. | haven't seen
month’s report showed 97% adoption.” areporton it.”

L:1 1:4 U:0.1— Low L:3 1:4 U: 0.7 — High
Exposure: Low — Validated Posture Exposure: High — Unvalidated Posture

THE KEY INSIGHT

Both organizations checked “yes” on the MFA question. A traditional assessment records both as equivalent and
moves on. A model that captures uncertainty recognizes that Scenario B carries meaningfully higher exposure — not
because MFA isn't deployed, but because no one can confirm it's working as intended. That distinction is where
breaches often hide.

This reframe shifts how practitioners should think about the information they collect. The uncertain answer is not a gap
in the assessment. It is a finding. “l don’t know” is data. “I think so” is data. “IT handles that” is data. When captured and
scored correctly, these answers reveal a class of risk that checkbox-based assessments are structurally blind to.

“The most useful thing an asset owner can tell you is not what controls they have. It's whether

they can describe exactly how those controls work, who owns them, and when they were last
validated. That distinction separates assumed security from demonstrated security.”
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The Path Forward

Five structural changes that move risk assessments from compliance artifacts to operational intelligence.

Fixing risk assessments doesn't require replacing your entire GRC program. It requires five deliberate structural changes
to how you ask questions, capture answers, and translate findings into scores.

Replace Checkbox Questions with Scenario-Based Questions

Stop asking whether controls exist. Start asking how they work, who owns them, and when they were last validated.
Scenario-based questions produce answers that reveal operational reality, not just documented policy.

Ask Who Owns Each Asset — and Verify They Know It

Ownership questions should not be formalities. The asset owner who says “I'm not sure who owns this system” has
just given you a significant risk signal. Undefined ownership is exposure, and it should be scored accordingly.

Score Exposure Explicitly, Not as an Afterthought

Exposure should be a first-class input in your scoring model alongside Likelihood and Impact. An asset’s attack
surface — how broadly it is reachable, how many integrations it has, whether it faces the internet — directly affects
its risk score, not just a footnote in the report.

Require Evidence, Not Assertion, for Critical Controls

For your highest-impact assets, the assessment process should include a verification step. This does not need to
be a full technical audit — it can be as simple as asking the asset owner to describe the last time the control was
tested and what the result was. That answer tells you what you need to know.

Connect Scores to Business Language, Not Just Compliance Language

Every risk score should have a plain-language narrative attached to it: what drives the score, what would change it,
and what it means for the business. A CISO who can explain a High rating in thirty seconds to a non-technical
board member has a useful assessment. One who cannot has a document.

“The best risk assessment teams aren’t the ones with the most sophisticated tools. They’re the
ones who ask the right people the right questions and capture what they actually know.”

See NORA in Action

NORA guides your asset owners through plain-English risk assessments and Schedule
automatically produces scored, narrated, audit-ready output — without requiring aDemo —
a security background or GRC expertise.
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NORA — NORARISK.COM

Ready to see what
your
risk actually looks
like?

NORA guides asset owners through structured, plain-
English assessments and automatically produces scored,
narrated, audit-ready reports — in minutes, not weeks.

norarisk.com

Plain-English questions L x | x Exposure
for asset owners Three-dimensional risk scoring

Scored, narrated reports
ready to present
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