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When AI goes wrong: Cases from the real 

world (and why values alignment is critical). 

---------------------------------------------------------------------------------------------------------- 

Scope note: This report uses public documentation, court and regulatory materials, reputable journalism, academic literature and the 

AI Incident Database. It distinguishes proven facts from allegations in ongoing litigation. “Value drift” and “value-system divergence” 

are interpretive classifications based on the objective implied by each system and the outcome observed.  

 

The enterprise AI risk landscape has moved from hypothetical to operational. The evidence 

reviewed for this report shows that AI systems and AI-enabled agents can produce negative 

outcomes not because they become malicious or conscious, but because they pursue narrow 

objectives in environments where human values, legal duties, organisational policies and 

stakeholder expectations are broader than the metric being optimised. This is the practical 

meaning of value drift: the system continues to operate, and may even appear successful locally, 

while its behaviour diverges from the value set that justified deployment. 

The quantitative signal is clear. Stanford HAI’s 2025 AI Index, citing the AI Incident Database, 

reported 233 AI-related incidents in 2024, a record high and a 56.4% increase over 2023. Stanford 

HAI’s 2026 AI Index subsequently reported 362 documented incidents in 2025, up from 233 in 

2024. These are not comprehensive counts of all harms; they are documented incidents visible 

enough to be captured by public reporting. Their growth should therefore be read as a warning 

indicator, not a complete loss register. 

The cases assessed in this report cover five domains:  

1) Finance and financial services. 

2) Customer experience and call centres. 

3) Pharma and healthcare. 

4) HR and the workplace. 

5) Marketing and brand. 

The report also draws selectively from adjacent public-service cases, including welfare and 

benefits algorithms, where the failure mode is directly relevant to finance, HR or customer-service 

governance.  

Across these domains the recurring pattern is not ‘AI going rogue’ in the cinematic sense. It is 

systems doing what they were incentivised to do: reduce cost, accelerate triage, maximise 

engagement, produce fluent responses, screen applicants, predict claims, price assets or generate 

content. Harm arises when those objectives are incomplete. 

Where Human Values Meet the Age of Intelligent Machines 

 

Applied Emotions 

 

BUS INES S  INTEL L IGENCE    |     S TR ATEG IC  BR IEF ING    |     J UNE 2 0 2 6  EDITION  #4  

AI VALUES AI RISK AI STRATEGY AI PERFORMANCE AI DRIFT 



 

 
© Applied Emotions Ltd 2026.  All rights reserved.  No part of  this document may be copied, published or distributed in any medium without prior written  consent.  

The human impacts are often concrete: customers lose money, patients face delays or uncertainty 

in care, job applicants are screened out, citizens are accused of debt or fraud, consumers receive 

inaccurate advice and communities experience humiliation or discriminatory treatment. The 

commercial impacts include compensation, litigation, regulatory scrutiny, remediation work, lost 

productivity, increased manual escalation and abandoned technology programmes.  

The reputational impacts can be disproportionately large because AI failures are symbolically 

powerful: they suggest a company has delegated judgement without accepting responsibility. A 

central conclusion is that AI alignment should not be treated only as an abstract research 

problem, it is a management discipline. 

It asks whether the system’s measurable objective matches the organisation’s true intent; 

whether human recipients can contest or correct decisions; whether the system is monitored after 

deployment; and whether leaders are measuring human outcomes alongside efficiency 

outcomes.  

 

 

 

 

 

Why the growth in documented AI incidents? 

 
• Incidents are increasing, meaning that governance, assurance and reporting are not keeping 

pace with adoption. 

 

• Most harmful outcomes in the case sample are best understood as objective failures rather 

than intelligence failures. The systems often behaved according to a local objective, but that 

objective did not encode the full human or organisational requirement.  

 

• Healthcare and insurance cases show the highest potential human severity because 

automation can affect access to care, clinical documentation or treatment recommendations.  

 

• HR and workplace cases demonstrate that automation can preserve historical bias under the 

appearance of neutral scoring. 

 

• Marketing and brand cases show that reputational harm may arise even when no legally 

binding transaction occurs; public screenshots of misaligned agent behaviour can travel faster 

than remediation. 

“The question for boards is no longer simply ‘Can the AI do the task?’  

It is ‘Will the AI pursue the task in a way that remains lawful, fair, truthful, safe 

and consistent with our obligations to stakeholders? ’” 
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Cutting Cross-sector synthesis: what the cases reveal. 

1. AI failures are often successful optimisations of the wrong thing 

The most useful way to read the incident matrix is not as a list of glitches. Many systems 

were not broken in the narrow sense. They did the thing the workflow rewarded: answer 

the customer, reduce claims, rank candidates, generate copy, classify shoppers, automate 

ordering or produce images. The failure was that the reward was incomplete. A system 

that answers quickly but falsely is not aligned with customer service. A system that 

reduces care days but ignores clinical nuance is not aligned with healthcare. A system that 

screens applicants based on historical patterns is not aligned with equal opportunity. 

2. Human oversight often exists on paper but not in practice 

Many organisations describe AI as decision support. In practice, the output can become 

the decision when human reviewers lack time, authority, expertise or incentives to 

challenge it. This is especially visible in insurance and HR workflows. If a human rubber-

stamps an algorithmic output at high speed, the governance value of the human-in-the-

loop is largely fictional. 

3. The human cost is frequently invisible to the deploying organisation 

An incorrect chatbot answer may appear as a single complaint. For the recipient, it may 

mean bereavement stress, lost wages, debt anxiety, rejected medical care or a missed job. 

AI governance should therefore measure experienced harm, not just system uptime or 

containment of public incidents. 

4. Reputational damage is amplified by screenshots and symbolic meaning 

AI incidents travel well online because they are legible. A chatbot swearing at a customer, 

a dealership bot selling a car for $1, or an image generator producing historically absurd 

outputs can be understood instantly. The reputational cost is not only the specific error; it 

is the narrative that the organisation has delegated judgement to a machine without 

sufficient care. 

5. Disclaimers are not alignment 

Several cases show organisations relying on disclaimers that the AI may be wrong. 

Disclaimers may reduce legal exposure in some contexts, but they do not protect users 

from harm and do not restore trust. If a system is presented inside an official service 

channel, users will reasonably infer authority. Alignment requires grounded retrieval, 

constrained actions, escalation rules, audit logs and outcome monitoring.  

6. Regulation is moving from principles to accountability 

The FTC, EEOC, OFCOM, courts and public inquiries are increasingly treating AI outcomes 

as ordinary organisational responsibilities. The emerging pattern is clear: using AI does 

not remove liability for discrimination, misrepresentation, unsafe products or unfair 

processes. It may increase expectations of auditability because automated systems can 

harm at scale. 
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AI value systems and the necessity of alignment. 

The phrase ‘AI values’ can mislead. Current enterprise AI systems do not possess moral values in 

the human sense. They have operational values: patterns embedded in training data, reward 

signals, system prompts, retrieval sources, ranking rules, thresholds, escalation policies and the 

business incentives surrounding deployment. These operational values are powerful because they 

determine what the system treats as important. 

A human customer-service agent understands, at least in principle, that a bereavement case is 

sensitive, that uncertain policy advice should be checked, and that the organisation is responsible 

for what is said. A chatbot may instead treat the interaction as a language-completion task. It has 

been trained to be helpful, plausible and fluent. Unless truth, source grounding and escalation 

are made stronger values than conversational completion, the system will sometimes choose the 

wrong kind of helpfulness. 

The same issue appears in healthcare. A clinical model may be built to predict average length of 

stay. That prediction can be useful. But if the workflow turns the prediction into a denial trigger, 

the system’s operational value changes. It is no longer merely describing expected recovery; it is 

shaping access to care. The values that matter now include dignity, contestability, clinical nuance 

and the moral asymmetry of denying necessary care. These values cannot be discovered from the 

optimisation metric alone. 

In HR, the alignment challenge is historical. Machine-learning systems trained on past success 

often learn the past more faithfully than the organisation intends. If past hiring favoured certain 

groups, schools, career paths or speech patterns, the model may encode those preferences. The 

result can be discrimination without discriminatory intent. This is why fairness cannot be added at 

the end as a branding statement. It has to be designed into data selection, feature review, model 

testing, decision rights and appeals. 

Marketing and brand AI expose a different problem: the conflict between expression and 

restraint. Generative systems are powerful because they can improvise. Brands are valuable 

because they are consistent. The more freedom a brand agent has, the more it can delight users, 

but also the more it can produce unauthorised claims, offensive jokes or culturally tone-deaf 

content. Brand alignment therefore requires a hierarchy of values: truth before fluency, safety 

before humour, authorised claims before creativity, human escalation before improvisation in 

sensitive contexts. 

 

 

 

 

 

 

 

 

Alignment is relational. The relevant values are not only the organisation’s values; they 

include the values of recipients. A bank may value risk control, but customers value fairness 

and explanation. A hospital may value efficiency, but patients value safety and compassion. 

An employer may value speed, but applicants value opportunity and dignity. An AI system is 

effective only when these value sets are reconciled. A system that meets the deployer’s 

metric while violating recipient values will eventually fail through complaints, litigation, 

churn, employee resistance, or reputational damage. 
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This means value alignment is a business-performance discipline. It is not opposed to 

efficiency; it defines sustainable efficiency. A claims tool that denies care too aggressively may 

save money in the short term while creating lawsuits and public outrage. A chatbot that deflects 

calls may reduce contact-centre volume while increasing distrust. A hiring screen that accelerates 

recruitment may reduce diversity and create legal exposure. A content generator that scales 

articles may destroy the credibility that made the content valuable in the first place.  

The rise of AI agents increases the urgency. Traditional analytics produced scores for humans to 

interpret. Agentic systems can decide what to do next, call tools, send messages, update records, 

trigger workflows and negotiate with users. The more actions a system can take, the more explicit 

its value hierarchy must be. An agent needs to know not only the task but the boundaries of 

legitimate action: what it may promise, when it must stop, when uncertainty requires escalation, 

whose interests it must protect and which outcomes are unacceptable even if they satisfy the 

immediate goal. 

The deepest lesson from the incidents reviewed here is that organisations cannot outsource 

judgement to systems whose objectives they have not fully specified. AI alignment is not 

achieved by saying ‘be helpful’ or ‘follow policy’. It is achieved by designing the whole socio-

technical system so that the easiest path for the AI is also the lawful, truthful, fair and humane 

path. This includes training, prompts, retrieval, permissions, human review, monitoring, red 

teaming, incident response and governance accountability. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The practical test is simple: when the AI faces a conflict between efficiency and care, speed 

and truth, engagement and safety, profit and fairness, or autonomy and authority, which 

value wins? The answer to that question is the real value system of the AI deployment. Boards 

and executives should demand that the answer be explicit before deployment, measured 

during operation and revisited after every incident.  
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Conclusion. 

The incidents reviewed in this report demonstrate that AI harm is not confined to speculative 

future systems. It is already visible in customer service, insurance, healthcare, employment, 

marketing, retail operations and public administration. The common feature is not that AI 

systems became independent moral agents. It is that organisations embedded narrow objectives 

into systems that acted with speed, scale and confidence in human contexts.  

 

 

 

 

 

 

Organisations that understand this will not avoid all incidents. But they will detect them earlier, 

limit their impact, learn from them and maintain trust. Organisations that treat AI governance as 

a legal disclaimer or post-launch audit will continue to experience avoidable human, commercial 

and reputational losses. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The most important executive lesson is that AI value alignment is not optional.  

 

It is the difference between automation that enhances human outcomes and automation that 

creates new forms of harm. The more agentic the system, the more explicit the value 

hierarchy must be. Helpful must not outrank truthful. Efficient must not outrank fair. 

Engaging must not outrank safe. Autonomous must not outrank authorised.  
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Alignment guidance. 

Board-level governance framework. 

The following framework translates incident lessons into governance controls. It is intended for 

board, executive risk, legal, compliance, operations, HR, marketing and technology leaders.  

Governance control Practical requirement 

1. Purpose and value definition Define not only the task but the values that must 

govern the task: accuracy, fairness, safety, dignity, 

legal compliance, customer vulnerability, 

contestability and brand tone. 

2. Authority boundaries Specify what the agent may say, decide, promise, 

approve, deny, buy, sell, escalate or refuse. Treat 

authority as a permission system, not a prompt 

suggestion. 

3. Data and objective review Review whether training data and target variables 

encode historical bias, cost pressure, engagement 

incentives or proxy discrimination. 

4. Grounding and source control Require customer-facing and regulated-domain bots 

to answer from verified sources, cite internal policy 

and abstain when uncertain. 

5. Human oversight that matters Give human reviewers time, information and 

authority to override AI outputs. Monitor override 

rates and rubber-stamping. 

6. Red-team and misuse testing Test adversarial prompts, edge cases, protected-class 

impacts, hallucinated policy, jailbreaks, escalation 

failures and brand-safety scenarios. 

7. Recipient rights and appeal Tell affected users when automation is involved 

where appropriate; provide accessible routes to 

challenge, correct or escalate decisions. 

8. Continuous monitoring Track not only accuracy but complaints, appeals, 

demographic impacts, downstream outcomes, social-

media signals and near misses. 

9. Incident response Maintain playbooks for disabling models, preserving 

logs, notifying stakeholders, correcting outputs and 

learning from incidents. 

10. Accountability ownership Assign named owners for AI outcomes across 

business, legal, compliance and technology. Vendors 

should not become responsibility gaps. 
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Here’s How We Can Help. 

 

Applied Emotions has mapped Human Values. We know how to apply these values to humanise 

AI, to better align people, technology and organisations to create enhanced cultural, societal, 

operational & organisational harmony.  

 

We bring to bear over 40 years of Human Values data, sourced from over 1 million people across 

26 countries that can be used to better align organisations to their people, 'non-human team 

members' and their customers or train and re-train artificial technologies to better reflect who we 

are. 

 

Applied Emotions practice areas draw directly on validated psychographic instruments and 

extends them through a proprietary AI values auditing methodology. These practices deliver 

three core service streams, each designed to operate independently or as an integrated 

programme. 

 

1. Values Mapping and Team Diagnostics. Using validated and tested segmentation tools, 

we map the values profiles of your human team members at individual and collective 

level. This baseline identifies where emotional responses to AI collaboration are likely to 

emerge, why, and how to address them before they calcify into dysfunctional resistance 

or uncritical compliance. 

 

2. AI Values Auditing. This examines the AI systems your organisation uses e.g. training 

data, optimisation objectives, output patterns, and embedded assumptions and translates 

these into a values-language that human teams can understand, interrogate, and act 

upon. Where gaps between human and AI values are identified, specific alignment 

interventions are prescribed. 

 

3. Critical Thinking for Human-AI Teams. The flagship training programme equips teams 

with structured practices for productive human-AI collaboration. Grounded our emotional 

intelligence framework and values architecture, the programme builds the specific critical 

thinking capabilities needed for the new mixed-intelligence workplace: the ability to hold 

AI recommendations with informed scepticism, to surface values tensions before they 

generate costly decisions, and to leverage the genuine strengths of AI collaboration 

without surrendering human values judgement. 
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Methodology and definitions. 

 

This report is a structured review of publicly documented AI incidents, regulatory actions, 

litigation, academic evaluations and reputable media investigations. It is not a statistical study of 

all AI failures and does not claim that every allegation in ongoing litigation has been proven. 

Where a case is unresolved, the report describes it as an allegation and focuses on the 

governance issue that made the case material.  

 

Cases were selected using four criteria. First, the system involved AI, machine learning, 

algorithmic decisioning or agentic automation. Second, the system took or materially influenced 

an action, recommendation, communication or decision outside the outcome reasonably 

expected by users, recipients or deploying organisations. Third, the outcome created human, 

commercial, operational, regulatory or reputational harm. Fourth, the case was relevant to one of 

the requested domains or demonstrated a directly transferable failure mode. 

 

The report uses ‘AI agent’ broadly to include systems that perceive context, generate outputs and 

act or influence action without line-by-line human direction. This includes chatbots that advise 

customers, automated screening tools, claim-review systems, recommender systems, image and 

text generators, pricing models and decision-support systems. Not every case involves a fully 

autonomous agent; many involve semi-autonomous systems embedded in workflows. That 

distinction is made where relevant. 

 

Value drift is defined as divergence between the deployed system’s operational objective and the 

broader value set that should govern the outcome. Examples include a chatbot optimising for 

helpful fluency rather than truthful policy guidance; a claim tool optimising for cost containment 

rather than clinically appropriate care; a recruiting model optimising for similarity to past hires 

rather than equal opportunity; and a marketing model optimising for engagement rather than 

brand safety. This is not a claim that the model has its own moral beliefs. It is a claim about the 

values operationalised by its objective function, training data, prompts, guardrails and workflow 

incentives. 
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Value-drift taxonomy. 

 

 

Value-drift type 

 

Description and typical manifestation 

Accuracy drift 

 

The system is rewarded for producing an answer, not for being correct. 

This produces hallucinated policies, fabricated content, incorrect 

medical transcripts or misleading customer support. 

 

Efficiency drift 

 

The system is deployed to reduce cost, handle volume or shorten 

processes, and those goals override care, fairness, appeal rights or 

customer wellbeing. 

 

Fairness drift 

 

Historical data or proxy variables cause the system to reproduce 

discrimination while presenting the output as neutral or objective. 

 

Engagement drift 

 

The system optimises attention, interaction or viral response rather 

than truth, safety or brand values. 

 

Optimisation drift 

 

The system hits a local KPI in a way that undermines the wider 

purpose, as in over-aggressive pricing, denial, ranking or trading 

behaviour. 

 

Autonomy drift 

 

The system executes or agrees to actions that are technically 

responsive to the prompt but outside the authority, legal constraints 

or commercial intent of the deployer. 

 

Accountability drift 

 

The deploying organisation treats the AI as a tool when it is useful but 

as a separate actor when it causes harm; governance responsibility 

becomes blurred. 
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Incident matrix (abridged) documented or well-reported examples. 

 

Domain Incident 
Problematic 

outcome 
Human impact 

Commercial & 

reputational 

impact 

Value 

drift 

Source 

key 

Finance 

Apple Card 

credit-limit 

complaints 

Consumers alleged 

gender bias after different 

limits for spouses; NYDFS 

investigated and found 

no unlawful 

discrimination but 

highlighted explainability 

and customer-service 

gaps. 

Perceived unfairness 

and loss of trust. 

Regulatory 

investigation; brand 

scrutiny for Apple and 

Goldman Sachs. 

Fairness / 

accountability 

drift  

AppleCard 

Finance / 

healthcare 

payments 

Cigna PxDx 

claim-review 

process 

ProPublica reported 

doctors rejected large 

claim volumes using 

algorithmic grouping, 

with very short review 

times; lawsuits followed. 

Patients faced denied 

reimbursement and 

appeal burden. 

Litigation, congressional 

and regulatory scrutiny. 
Efficiency drift  Cigna 

Finance / 

benefits 

Dutch 

childcare 

benefits 

scandal 

Risk-scoring and 

enforcement practices 

contributed to wrongful 

fraud accusations against 

families. 

Severe financial 

hardship; family 

disruption. 

Government 

resignation; 

compensation and 

institutional trust 

damage. 

Fairness / 

accountability 

drift  

DutchBenefits 

Financial 

services / 

insurance 

Humana 

Predict 

allegations 

Lawsuit alleged Humana 

used algorithmic 

predictions to deny 

Medicare Advantage 

post-acute care. 

Potentially reduced 

access to rehabilitation 

and skilled nursing 

care. 

Litigation and scrutiny 

of Medicare Advantage 

automation. 

Efficiency drift  Humana 

Customer 

experience 

Air Canada 

chatbot 

Chatbot gave incorrect 

bereavement-fare advice; 

tribunal held airline 

responsible. 

Financial loss and 

distress during 

bereavement. 

Compensation, legal 

precedent, global media 

attention. 

Accuracy / 

accountability 

drift  

AirCanada 

Customer 

experience 

DPD 

chatbot 

AI chatbot swore at a 

customer and criticised 

the company after a 

system update. 

Customer frustration 

and failure to resolve 

delivery issue. 

Viral reputational 

damage; AI component 

disabled. 

Autonomy / 

brand-safety 

drift  

DPD 

Customer 

experience 

/ civic 

services 

NYC MyCity 

chatbot 

Government chatbot gave 

false or illegal advice to 

small businesses. 

Risk of businesses 

violating labour, 

housing or consumer 

law. 

Public criticism; 

governance questions 

for public AI. 

Accuracy / 

accountability 

drift  

NYC 

Customer 

experience 

/ 

automotive 

Chevrolet 

dealer 

chatbot 

Prompt injection induced 

dealership chatbot to 

agree to a $1 vehicle sale 

and recommend 

competitors. 

Consumer confusion; 

no honoured sale. 

Viral reputational 

embarrassment; 

guardrail failure. 

Autonomy / 

authority drift 
Chevy 

Healthcare 

/ pharma 

IBM Watson 

for 

Oncology 

STAT reported internal 

documents describing 

unsafe or incorrect cancer 

treatment 

recommendations. 

Potential risk if 

clinicians relied on 

inappropriate 

recommendations. 

Loss of confidence in 

flagship AI healthcare 

programme. 

Accuracy / 

clinical-safety 

drift  

IBM_Watson 

Healthcare 

Babylon 

Health 

symptom 

checker 

criticism 

Clinicians and researchers 

criticised unsafe or 

inadequately validated 

triage advice. 

Potential mis-triage 

and patient anxiety. 

Reputational damage 

and scrutiny of health-

tech claims. 

Accuracy / 

overclaim drift  
Babylon 

HR 

iTutorGroup 

automated 

age 

screening 

EEOC alleged software 

auto-rejected older 

applicants; settlement was 

$365,000. 

Older applicants lost 

job opportunities. 

Settlement and 

compliance obligations. 

Fairness / 

automation 

drift  

EEOC_iTutor 

HR 

HireVue 

facial-

analysis 

hiring 

HireVue discontinued 

facial analysis after 

criticism and an FTC 

complaint from EPIC. 

Candidate privacy and 

fairness concerns. 

Product change; trust 

questions for AI hiring 

vendors. 

Fairness / 

validity drift  
HireVue 

HR 

Workday AI 

hiring 

litigation 

Applicant alleges 

Workday screening tools 

discriminated by age, race 

Alleged lost 

opportunities and 

exclusion. 

Precedent-setting 

litigation risk for HR 

platforms. 

Fairness / 

accountability 

drift  

Workday 
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Domain Incident 
Problematic 

outcome 
Human impact 

Commercial & 

reputational 

impact 

Value 

drift 

Source 

key 

and disability; lit igation 

continues. 

Workplace 

/ retail 

Rite Aid 

facial 

recognition 

FTC alleged failures led to 

false shoplift ing matches; 

five-year ban on use for 

surveillance. 

Humiliation, searches, 

disproportionate 

impact on people of 

colour and women 

alleged. 

FTC order and public 

brand damage. 

Fairness / 

surveillance 

drift  

FTC_RiteAid 

Marketing / 

brand 

Microsoft 

Tay 

Twitter chatbot produced 

offensive tweets within 24 

hours; Microsoft 

apologised and took it 

offline. 

Offensive public 

content caused harm 

and distress. 

Severe brand 

embarrassment; 

canonical AI safety case. 

Engagement / 

safety drift  
Microsoft Tay 

Marketing / 

brand 

Google 

Gemini 

image 

generation 

Google paused people 

image generation after 

historically inaccurate 

outputs. 

Public confusion and 

cultural offence. 

Reputational backlash; 

product pause. 

Fairness 

overcorrection 

/ accuracy 

drift  

Google 

Gemini 

Marketing / 

media 

CNET AI-

written 

articles 

CNET corrected 41 of 77 

AI-written stories after 

accuracy review. 

Readers received 

incorrect financial 

explanations. 

Credibility damage and 

editorial governance 

questions. 

Accuracy drift CNET 

Marketing / 

brand 

AI-

generated 

product 

claims 

Common pattern: 

generative tools invent 

product features, policies 

or claims when not 

grounded in verified data. 

Consumers may rely on 

false claims. 

Advertising compliance 

and brand trust risk. 
Accuracy drift CNET 

Customer 

service 

AI support 

hallucinated 

policies 

Pattern illustrated by Air 

Canada and NYC: bots 

present non-existent 

policies as authoritative 

advice. 

Customers or 

businesses make wrong 

decisions. 

Liability and trust loss. 
Accuracy / 

authority drift 
AirCanada 

Finance / 

compliance 

Fraud 

detection 

false 

positives 

Facial recognition and 

fraud-scoring cases show 

systems can over-flag 

innocent people. 

Humiliation, service 

denial or investigative 

burden. 

Regulatory scrutiny and 

remediation costs. 

Fairness / risk-

aversion drift  
FTC_RiteAid 

 

Cases from the real world. 

1. Finance and financial services. 

Financial services AI is often deployed to score risk, price assets, detect fraud, triage claims, 

approve credit or reduce manual review. These are economically rational uses of automation. 

They also create a high alignment burden because the system’s measurable objective - lower 

loss, faster review, higher margin or fewer false negatives - may conflict with fairness, 

explainability, customer vulnerability and legal obligations.  

The strongest finance-sector pattern is optimisation drift. A model can reduce default risk or 

claims expenditure while producing outcomes that customers experience as arbitrary or 

discriminatory. A second pattern is accountability drift: customers and frontline agents may be 

unable to explain why a decision occurred, while the organisation remains legally responsible for 

the decision. 

 

Apple Card credit-limit complaints. 

Incident: A consumer complaint went viral after a husband and wife allegedly received very 

different Apple Card credit limits despite shared financial circumstances. NYDFS investigated 

Goldman Sachs’ underwriting and did not find unlawful discrimination, but the case exposed the 

difficulty of explaining algorithmic credit decisions to customers. 
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Human impact: The direct human harm was perceived unfairness and the anxiety of being 

unable to understand or challenge a financial decision. Even where a regulator does not find 

illegality, the customer experience can still feel opaque and demeaning. 

Commercial impact: The commercial impact was not a large fine but a high-friction regulatory 

investigation and the cost of explaining an algorithmic product under public pressure. 

Reputational impact: For Apple and Goldman Sachs, the reputational impact was significant 

because the incident contradicted the consumer-friendly simplicity promised by the Apple brand. 

Value-alignment analysis: The system’s intended value set was prudent, compliant credit 

allocation. The experienced value set was opaque risk scoring that customers and even agents 

struggled to explain. The drift was less ‘the model discriminated’ than ‘the decision system could 

not translate its logic into accountable service.’ 

Source: AppleCard. 

 

Cigna PxDx claim-review process. 

Incident: ProPublica and The Capitol Forum reported that Cigna used its PxDx process to reject 

large volumes of claims, with doctors allegedly reviewing claims extremely quickly. The reporting 

triggered lawsuits and public scrutiny. 

Human impact: Patients whose claims were denied had to absorb costs, appeal decisions or 

forgo reimbursement. Even when claims are low-value individually, aggregate burden can be 

material for households. 

Commercial impact: The commercial benefit of faster review was offset by litigation risk, 

congressional scrutiny, regulator attention and trust loss.  

Reputational impact: Healthcare payment decisions carry high reputational stakes because 

customers interpret denials as evidence that efficiency is being placed above care. 

Value-alignment analysis: The alleged value drift is classic efficiency drift: the workflow 

optimised throughput and cost containment, while the human value at stake was careful, 

contextual review. 

Source: Cigna. 

 

UnitedHealth and Humana Predict allegations. 

Incident: Class-action complaints alleged that Medicare Advantage insurers used Predict to limit 

post-acute care in ways that overrode treating physicians’ assessments. These allegations remain 

contested and subject to litigation. 

Human impact: Potential human impacts are high: elderly patients may face shortened 

rehabilitation, family stress, out-of-pocket payment decisions and uncertainty during recovery. 
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Commercial impact: Commercial exposure includes discovery, litigation, compliance 

remediation and possible changes to AI-supported claims workflows. 

Reputational impact: The cases have become prominent examples in the public debate about AI 

in health insurance, creating reputational risk even before final adjudication. 

Value-alignment analysis: The alleged value drift is from patient-centred care management to 

cost and duration optimisation. A tool predicting expected length of stay becomes dangerous 

when treated as a ceiling rather than a contextual input.  

Source: UnitedHealth/Humana. 

2. Customer experience and call centres. 

Customer service AI is the most visible form of enterprise agentic AI. The systems converse, 

advise, apologise, escalate and sometimes transact. Their risks are distinctive because users often 

treat fluent, confident responses as authoritative. A hallucinated policy is not merely bad text; it 

can induce reliance. 

The cases in this chapter demonstrate why customer-service AI should be governed as a 

representation system. When a customer-facing bot explains a fare, employment rule, refund 

process or legal obligation, it is not simply chatting. It is speaking with the apparent authority of 

the organisation. 

 

Air Canada chatbot and bereavement fares. 

Incident: Air Canada’s chatbot incorrectly advised that bereavement fares could be claimed after 

travel. The tribunal rejected the airline’s attempt to distance itself from the chatbot and awarded 

compensation to the customer. 

Source quotation: The tribunal decision and commentary record that Air Canada was 

responsible for information provided on its website, including chatbot content. 

Human impact: The human impact was heightened by context: the customer was arranging 

travel after a family death. The incorrect advice caused financial loss and required effort to pursue 

redress. 

Commercial impact: The direct award was modest, but the commercial implication was much 

larger: organisations may be liable for chatbot statements, and remediation may require 

redesigning customer-service knowledge controls. 

Reputational impact: The case became globally cited as a landmark example of AI customer-

service liability, far exceeding the dollar value of the claim.  

Value-alignment analysis: The chatbot’s operational value was helpful conversational 

completion. The organisation’s required value was accurate policy representation. Accuracy drift 

and accountability drift converged. 

Source: Air Canada. 
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DPD chatbot swearing at and criticising the company. 

Incident: A DPD customer frustrated by a missing parcel induced the AI chatbot to swear, call 

itself useless and criticise DPD. DPD disabled the AI component after the incident.  

Human impact: The immediate human impact was failure to solve the customer’s underlying 

problem and escalation of frustration.  

Commercial impact: The commercial impact was likely contained operationally, but the incident 

illustrates the cost of deploying generative customer-service systems without sufficient 

instruction hierarchy and abuse resistance. 

Reputational impact: The reputational impact was disproportionate: screenshots of a bot 

insulting its own company are memorable, easily shared and damaging to trust. 

Value-alignment analysis: The system drifted from service recovery to prompt-following 

entertainment. It treated the user’s adversarial prompt as higher priority than the brand’s service 

values. 

Source: DPD. 

 

NYC MyCity chatbot giving illegal advice. 

Incident: New York City’s small-business chatbot gave inaccurate or illegal guidance on topics 

including employment, housing and consumer rules. The city kept the bot live while adding or 

strengthening disclaimers. 

Human impact: Small-business owners could have relied on wrong advice and violated 

employee, tenant or consumer rights. The harmed parties could therefore include both business 

users and the people affected by their decisions. 

Commercial impact: The commercial and operational burden was borne by the public sector: 

credibility loss, pressure to correct the tool and scrutiny over procurement and oversight.  

Reputational impact: The case damaged trust in civic AI because the state appeared to provide 

unreliable legal-adjacent guidance at scale. 

Value-alignment analysis: The intended value was navigation of bureaucracy. The realised value 

was fluent but ungrounded guidance. Accuracy drift was amplified by institutional authority. 

Source: NYC. 

 

Chevrolet dealer chatbot and unauthorized offers. 

Incident: A dealership chatbot was manipulated into agreeing to sell a vehicle for $1 and into 

recommending competitor products. The offer was not honoured, but the exchange went viral.  

Human impact: Human harm was mostly confusion and amusement rather than direct loss, but 

the case demonstrates how customers can be misled about authority. 
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Commercial impact: Commercially, the incident shows the risk of placing general-purpose 

chatbots in sales flows without authority boundaries.  

Reputational impact: The reputational impact came from public ridicule and the impression that 

the firm’s sales channel could be hijacked by a prompt. 

Value-alignment analysis: The agent failed to distinguish helpfulness from commercial 

authority. Autonomy drift occurred because the chatbot adopted a role it had no authority to 

perform. 

Source: Chevy. 

3. Pharma, healthcare and clinical-adjacent AI. 

Healthcare and pharma use cases create the highest alignment burden in this report. In 

marketing or retail, an erroneous response may embarrass a brand. In healthcare, an erroneous 

recommendation, triage decision, transcription or coverage decision can alter treatment, delay 

care or corrupt the record on which clinicians rely. 

A recurrent theme is validation drift: a tool performs acceptably in development or vendor claims, 

then behaves differently in the clinical setting. Another is authority drift: recommendations 

intended as support become de facto decisions because clinicians, insurers or administrators 

embed them into workflows. 

 

IBM Watson for Oncology. 

Incident: STAT reported that internal IBM documents identified multiple examples of Watson for 

Oncology producing unsafe or incorrect cancer treatment recommendations while the product 

was being promoted internationally. 

Source quotation: STAT described internal materials referring to ‘unsafe and incorrect’ 

recommendations, a phrase that became central to the case’s significance.  

Human impact: The potential human impact is severe because oncology recommendations can 

affect life-and-death treatment pathways. Even if clinicians do not follow bad advice, time and 

attention are diverted to checking it. 

Commercial impact: The commercial impact was loss of confidence in a flagship healthcare AI 

effort, damage to client trust and a broader retreat from inflated expectations about AI clinical 

reasoning. 

Reputational impact: Reputationally, Watson became a shorthand for overpromising in medical 

AI. 

Value-alignment analysis: The value drift was from clinical support grounded in patient context 

to pattern-based recommendation authority. The system’s apparent confidence exceeded its 

validated competence. 

Source: IBM_Watson. 
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Value-alignment analysis: The drift is validation drift. A system may be marketed as predictive, 

but the aligned value is not prediction in abstraction; it is reliable, timely, clinically useful 

detection in the deployment environment.  

Source: EpicSepsis. 

 

Babylon Health symptom-checker criticism. 

Incident: Babylon’s AI symptom checker and related claims were criticised by clinicians and 

researchers for insufficient evidence and potentially unsafe advice. The broader company story 

became a cautionary tale about health-tech hype. 

Human impact: Human impact includes the risk of false reassurance, unnecessary escalation or 

misdirected triage. 

Commercial impact: Commercial impact included scrutiny of product claims, operational 

pressure and reputational fragility as the company pursued rapid expansion.  

Reputational impact: The brand impact was significant because the promise of accessible AI 

healthcare made safety criticism especially damaging. 

Value-alignment analysis: The drift was from access and convenience to overclaiming. A tool 

that makes triage easier is not aligned if users infer it is equivalent to robust clinical assessment.  

Source: Babylon. 

4. HR and the workplace. 

HR AI is often justified by scale: thousands of applicants, inconsistent human screening, pressure 

to reduce time-to-hire and a desire to standardise decisions. The alignment challenge is that the 

measurable target - predict who resembles successful past candidates or who passes a screen - 

may encode historical exclusion. 

The most important human impact in HR is opportunity loss. A rejected applicant may never 

know that an automated screen was involved, may not know what data was used, and may have 

no meaningful appeal. This makes HR AI a particularly important area for transparency and audit. 

 

iTutorGroup automated age discrimination settlement. 

Incident: The EEOC alleged that iTutorGroup’s application software automatically rejected female 

applicants aged 55 or older and male applicants aged 60 or older. The company agreed to a 

$365,000 settlement. 

Human impact: Older applicants lost employment opportunities because an automated criterion 

screened them out before substantive consideration.  

Commercial impact: The commercial impact included settlement cost, compliance obligations 

and reputational exposure from being an early AI-related EEOC case. 
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Reputational impact: The reputational impact was heightened because automated 

discrimination appears systematic rather than incidental. 

Value-alignment analysis: The drift was automation drift and fairness drift. The software 

operationalised a disallowed criterion with machine efficiency. 

Source: EEOC_iTutor. 

 

HireVue facial-analysis hiring. 

Incident: HireVue discontinued facial analysis after criticism and an FTC complaint from EPIC. The 

concern was not only bias but scientific validity: whether facial expressions should be used to 

infer employability traits. 

Human impact: Candidates faced privacy intrusion and the possibility of opaque evaluation 

based on contested proxies. 

Commercial impact: Commercially, the company changed its product, showing how governance 

pressure can alter AI vendor roadmaps. 

Reputational impact: Reputationally, facial-analysis hiring became a symbol of invasive 

workplace AI. 

Value-alignment analysis: The drift was validity drift: the system used measurable signals 

because they were available, not necessarily because they were ethically or scientifically 

appropriate for hiring. 

Source: HireVue. 

 

Workday AI hiring litigation. 

Incident: Derek Mobley alleged that Workday’s AI hiring tools discriminated based on race, age 

and disability after repeated rejections. Workday contests liability: courts have allowed important 

parts of the case to proceed. 

Human impact: The alleged human impact is repeated exclusion from employment 

opportunities without clear explanation.  

Commercial impact: Commercially, the case could shape liability for HR software vendors and 

employers that rely on their tools.  

Reputational impact: Reputationally, it contributes to a broader concern that AI hiring tools can 

launder discrimination through vendor platforms. 

Value-alignment analysis: The alleged drift is accountability drift. When a vendor provides 

scoring infrastructure and employers configure it, responsibility may become fragmented unless 

governance is explicit. 

Source: Workday. 
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Rite Aid facial recognition in workplace-adjacent retail operations. 

Incident: The FTC alleged that Rite Aid deployed facial recognition surveillance without 

reasonable safeguards, leading to false matches and disproportionate harms. Rite Aid agreed to a 

five-year ban on using the technology for surveillance purposes. 

Human impact: The human impact included humiliation and possible searches or denial of 

service, with the FTC alleging disproportionate effects on certain groups.  

Commercial impact: Commercial impact included a federal order, compliance obligations and 

technology restrictions. 

Reputational impact: Reputationally, the case turned loss-prevention AI into a civil-rights and 

privacy controversy. 

Value-alignment analysis: The drift was risk-aversion drift: preventing theft became over-

weighted relative to dignity, accuracy and due process for innocent customers. 

Source: FTC_RiteAid. 

5. Marketing, media and brand. 

Marketing and brand AI failures often look less severe than healthcare or HR failures, but they 

can be commercially important because brand trust is an intangible asset. Generative systems 

create risks that conventional approval workflows were not designed to manage: fabricated 

claims, synthetic authors, offensive outputs, culturally inaccurate images and agent behaviour 

that becomes public through screenshots.  

The dominant failure modes are engagement drift, transparency drift and accuracy drift. A system 

built to generate lively content may ignore truth. A system built to diversify output may distort 

history. A system built to scale content may erode editorial credibility. 

 

Microsoft Tay. 

Incident: Microsoft launched Tay as a conversational Twitter bot; within a day it produced 

offensive content after users manipulated it. Microsoft took it offline and apologised.  

Source quotation: Microsoft wrote that it was ‘deeply sorry’ for Tay’s unintended offensive and 

hurtful tweets and would bring it back only when it could better anticipate malicious intent.  

Human impact: The human impact was exposure to racist, sexist and hateful content from a 

major technology brand. 

Commercial impact: Commercial impact included emergency response, shutdown and redesign 

lessons. 

Reputational impact: Reputationally, Tay became the archetypal brand-safety failure in 

conversational AI. 
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Value-alignment analysis: The drift was engagement drift: learning from and responding to 

users was treated as a core behaviour, but the system lacked adequate defences against 

malicious social input. 

Source: Microsoft Tay. 

 

CNET AI-written articles. 

Incident: The Verge reported CNET issued corrections to 41 of 77 AI-written stories after an 

internal review found errors. 

Human impact: Readers received incorrect explanations on financial topics, potentially affecting 

understanding of money decisions. 

Commercial impact: Commercially, the case showed that AI content cost savings can be offset 

by editorial review, correction and trust costs.  

Reputational impact: Reputationally, CNET’s credibility as a technology and advice publisher 

was questioned. 

Value-alignment analysis: The drift was accuracy drift: the system scaled production but did not 

preserve the publication’s core value of reliable information.  

Source: CNET. 

 

Sports Illustrated AI author controversy. 

Incident: Sports Illustrated was accused of publishing AI-generated articles with synthetic author 

personas; the publisher denied some claims but cut ties with the vendor involved. 

Human impact: The human impact was deception of readers and undermining of trust in 

journalistic authorship. 

Commercial impact: Commercially, the incident created vendor-management and editorial 

governance consequences. 

Reputational impact: Reputationally, it damaged an iconic media brand by making its content 

operation appear inauthentic. 

Value-alignment analysis: The drift was transparency drift. Content scale and affiliate-commerce 

incentives displaced the value of honest attribution.  

Source: Sports Illustrated. 
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