The Four Governance Gaps
Four patterns that appear consistently across enterprise AI deployments. Check which ones apply to your organisation, and plan how to close them.
Before you start
When this fits
1. Leadership, risk and compliance teams taking stock of how AI is governed today, before writing a policy or a framework.
1. Organisations that have adopted AI quickly, through their own builds or vendor tools, and suspect governance has not kept up.
1. Preparing a governance roadmap: the four gaps give it a structure, and the actions table gives it owners.
When it doesn't fit
1. It is not a policy. Once the gaps are clear, you still need to write and adopt the policy that closes them.
1. It is not legal advice. The data privacy gap in particular needs your legal team's view of the laws that apply to you.
How to use this document
1. Read each gap and its warning signs. Tick the signs you recognise.
1. Describe where you are today and the evidence for it in the shaded boxes. Be specific: name systems and teams.
1. Agree one action per gap, with an owner and a date.
1. Summarise all four on the final page, and review it quarterly until every gap is closed.

	Shaded boxes are for your answers
Everything in a shaded box is yours to fill in. The rest is the framework, which you can edit or cut to suit your organisation.

	Where to start
Start with the Awareness Gap. The post argues all the other gaps flow from it: a board that knows what to ask will surface the accountability, testing and privacy gaps itself. The companion document, Five Questions Every Board Should Ask, is the practical fix for this gap.




The four gaps
Gap 1: Accountability Vacuum
	What it is
	No named person is responsible when an AI system causes a poor or unfair outcome.

	Why it matters
	Without accountability, there is no resolution path and no learning mechanism when things go wrong.

	The fix
	Assign a named business owner to every AI system in production, with authority and accountability for its outcomes.



Warning signs (tick the ones you recognise)
☐  Asked who owns an AI system, people name a team, a vendor or the IT department.
☐  Nobody can say who would answer to the board if a system caused harm.
☐  Owners exist on paper but have no authority to change or stop the system.

	Where we are today
	

	Evidence
	

	Action to close it
	

	Owner and date
	




Gap 2: Testing Gap
	What it is
	AI systems go live without systematic testing for bias, failure modes, or edge-case behaviour.

	Why it matters
	Performance in controlled testing does not predict behaviour when the real world diverges from the training distribution.

	The fix
	Document what was tested, what failures were found, and what was done about them, before deployment, not after.



Warning signs (tick the ones you recognise)
☐  The only performance evidence is the vendor's own metrics or a successful demo.
☐  Nobody can name a failure mode that was found and fixed before launch.
☐  There is no record of what the system was tested on, so there is no baseline to monitor against.

	Where we are today
	

	Evidence
	

	Action to close it
	

	Owner and date
	




Gap 3: Data Privacy Gap
	What it is
	AI systems process personal data at scale without a legal review of whether that processing is compliant.

	Why it matters
	UAE PDPL, Saudi PDPL, and DIFC frameworks all apply to automated processing of personal data, including AI decisions.

	The fix
	Any AI system that processes personal data should have a documented legal basis for doing so before it goes live.



Warning signs (tick the ones you recognise)
☐  Legal and privacy teams hear about AI systems after they are live, or not at all.
☐  Nobody can say which systems use customer or employee data, or on what legal basis.
☐  There is no process for a customer who asks how an automated decision about them was made.

	Where we are today
	

	Evidence
	

	Action to close it
	

	Owner and date
	




Gap 4: Awareness Gap
	What it is
	Decision makers lack the AI literacy to exercise meaningful oversight of the systems they approve and are accountable for.

	Why it matters
	All other governance gaps flow from this one. Oversight that is not understood cannot be enforced.

	The fix
	Give decision makers specific questions to ask, not technical training. Accountability comes from the right questions, not deep expertise.



Warning signs (tick the ones you recognise)
☐  AI approvals are signed off on the strength of a presentation, without challenge.
☐  Board discussion of AI is about opportunity only, not risk or accountability.
☐  Executives say governance is 'handled by IT' or 'handled by the vendor'.

	Where we are today
	

	Evidence
	

	Action to close it
	

	Owner and date
	




Summary
	Gap
	Status
	Owner
	Next action
	Due

	Accountability Vacuum
	☐ Open
☐ Closing
☐ Closed
	
	
	

	Testing Gap
	☐ Open
☐ Closing
☐ Closed
	
	
	

	Data Privacy Gap
	☐ Open
☐ Closing
☐ Closed
	
	
	

	Awareness Gap
	☐ Open
☐ Closing
☐ Closed
	
	
	



	Assessed by
	

	Date
	

	Next review
	



Source
AI Governance and Risk: What Every Business Leader Needs to Know  https://asktanzz.com/blog/ai-governance-and-risk
Framework from the AskTanzz.com blog series on data and AI.
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